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Semester Courses Plan

Ministry of Higher Education
University ()
Faculty (Computer Science)
Department (Network Engineering)

»
= Hours Per Week ~
g = Incharge | £ 8 2
No Subject Code Subject Category | © © Department | 55 &
IS - o3
59 5 |5 ¢ = |andFaculty | © 3 &
P4 2> 88 5> © 5}
- O > —_
- o n = o
Computer
1 Fundamentals B.NE.0105 BASIC 4 3 2 5 NE
o | Introductionto | 5 \ie 5106 | PROFESSIONAL | 4 | 3 | 2 5 NE
Programming
Islamic Culture
3 (Belief System | SL.IC.0171 INCLUSIVE 2 2 2 ID
of Islam)
Islamic Culture
4 (Recitation and | SL.1C.0172 INCLUSIVE 1 2 2 ID
Tajweed)
Modern
5 History B.NE.0103 INCLUSIVE 1 1 1 HD
6 English-I B.NE.0104 INCLUSIVE 2 2 2 LD
7 Mathematics 1 | B.NE.0107 BASIC 3 3 3 MD
g | Fundamental | o\ 660 BASIC 2 | 2 2 CE
of Electronics
New Errors
9 and Materiality B.NE.0148 BASIC 2 2 2 ID
Total 21 18 6 24
Classes In charge in
Departmentand | & -
— 0 = X
i Number | > g > — Faculty = p=
NO | Subject Code Of Credit é § g £ g_g' £
[ IS @ = 22 2
1

Semester Courses Plan
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Ministry of Higher Education
University ()
Faculty (Computer Science)

Department (Network Engineering)

-E —~
ué ) Hours Per Week qég :ﬁ«g 2
No Subject Code Subject Category é : — = s é 2 _qg_,‘ g
S|l sl 9| w| 9 =] o
2|1 2389 2| 8|8 o
Fl&|al|r q =
| | ObjectOriented | 5\ 6009 | PROFESSIONAL | 4 | 3 | 2 5 | NE | B.NE.0106
Programming
2 D'g'talj'e';?gr:c and | 5 CE0210 | PROFESSIONAL | 3 | 2 | 2 4 | CE | B.NEO108
3 Discrete B.NE.0211 BASIC 4 | 4 4 | MD | B.NE.0107
Mathematics
Islamic Culture
4 | (Worship System | SL.IC.0273 INCLUSIVE 2 | 2 2 | ID
of Islam)
Islamic Culture
5 | (Biography of SL.IC.0274 INCLUSIVE 2 | 2 2 | ID
Prophet (PBUH)
6 English 11 B.NE.0204 INCLUSIVE 2 | 2 2 | ED
Environmental
7 Science B.NE.0202 INCLUSIVE 1] 1 1 | ED
Total 18|16 4 20

Classes
Number In charge Prerequisite
NO | Subject Code Of Department 4 Remarks
Credit and Faculty subjects
Theory | Practical | Survey | Total
1

Semester Courses Plan
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Ministry of Higher Education

University ()

Faculty (Computer Science)

Department (Network Engineering)

4 Hours / Week £ %
o c = o
N Subject Code Category 8 8 £ E £
0 g O = o > — o g (@)
o = (<4 [ [<5) =
Z | 2> 8% = | 58| O o
FlE | 3| F ~
Data B.NE.O3 | PROFESSION
! Communication 13 AL 4 3 2 3 NE | B.NE0211
2 Database Concepts B"\ii'% BASIC 3 2 2 4 IS
Linear algebra with | B.NE.O3
3 Math lab 15 BASIC 3 2 2 4 | MD
Data Structures and | B.NE.0O3 | PROFESSION
4 Algorithms 16 AL 4 3 2 5 SE | B.NE.0O209
Islamic Culture
5 (Ethnic System of SL.;(5:.03 INCLUSIVE 2 2 2 ID
Islam)
Islamic Culture
6 | (social systemof | S-1C | incLusive | 2 | 2 2 | D
Islam)
7 Web Design B.l\ilg.03 BASIC 3 2 2 4 IS
Total 21 16 10 26

Numb Classes nch
umber n charge .
NO | Subject | Code Of Department Preregumte Remarks
. subjects
Credit and Faculty
Theory | Practical | Survey | Total
1
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Semester Courses Plan

Ministry of Higher Education
University ()
Faculty (Computer Science)
Department (Network Engineering)
5 | Hours / Week 5 2
. S T S = S
No Subject Code Category Qg g ge =
Ededgrnzys] s & o
Z | Fq&g9d 39,7 0 &
1 Computer B.NE.0419 | PROFESSIONAL | 4 | 3 | 2 5 | NE | B.NE.0313
Networks
o | Operating Systems | b N 0420 | PROFESSIONAL | 3 | 2 | 2 4 | NE
Concept
3 Advanced B.NE.0421 | PROFESSIONAL | 3 | 2 | 2 4 | 1S | B.NE.O314
Database
4 | Web Development | B.NE.0422 BASIC 3 12| 2 4 | 1S | B.NE.O318
Islamic Culture
5 (Ideological SL.IC.0477 |  INCLUSIVE 2 | 2 2 | ID
Studies)
Islamic Culture
(Ideological SL.IC.0478 |  INCLUSIVE 1|1 1| 1ID
Studies)
6 Statistics B.NE.0423 BASIC 2 | 2 2 | MD
7 Probability B.NE.0424 BASIC 2 | 2 2 | MD
Total 20 | 16 | 8 24

Classes
Number In charge Prerequisite
NO | Subject Code Of Department subqects Remarks
Credit . and Faculty J
Theory | Practical | Survey | Total
1
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Semester Courses Plan

Ministry of Higher Education
University ()
Faculty (Computer Science)
Department (Network Engineering)

s Hours / Week = ot
o 4 2 = -
No Subject Code Category é k c § £
Sds|sdels| & o ©
zZ| 21875318 A o
F|lao]on|F o
1 Bandwidth B.NE.0525 | PROFESSIONAL | 3 | 2 | 2 4 | NE | B.NE.0419
Management
Islamic Culture
2 (Political System SL.IC.0579 INCLUSIVE 2 2 2 ID
of Islam)
Islamic Culture
3 (Administrative SL.IC.0580 INCLUSIVE 2 2 2 ID
System of Islam)
4 Network B.NE.0526 | PROFESSIONAL | 3 | 2 | 2 4 | NE
Programming-I T
5 Wireless B.NE.0527 | PROFESSIONAL | 3 | 2 | 2 4 | NE
Networks
6 Routing and B.NE.0528 | PROFESSIONAL | 3 | 2 | 2 4 | NE | B.NE.0419
switching
System
7 Administration B.NE.0529 PROFESSIONAL | 3 2 2 4 NE
and Maintenance
8 Elective 1 Elective 1 1 1
Total 20 | 15 | 10 25
Classes
Number _ In charge Prerequisite
NO Subject Code of > 8 & | = | Department 4 Remarks
. S = 4 S subjects
Credit | 2 e = S | and Faculty
| g b7}
IT Project
1 Management B.NE.0547 1 1 1 NE
2 Software B.NE.0550 1 1 1 SE
Engineering
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Semester Courses Plan

Ministry of Higher Education
University ()
Faculty (Computer Science)

Department (Network Engineering)

% Hours / Week >
] =
No Subject Code Category S — Department :g £
s| 2| 8| 2| = g e}
€188 |zc|8 5
ZIF|E|3|F =
Open-Source
1 System B.NE.0630 | PROFESSIONAL | 2 1 2 3 NE B.NE.0526
Administration
Information
2 Security B.NE.0631 | PROFESSIONAL | 4 3 2 5 NE
Concepts
Productive
3 Practice B.NE.0632 | PROFESSIONAL | 2 6 6 NE
(Internship)
Islamic
Culture
4 (Economic SL.IC.0681 INCLUSIVE 2 2 2 ID
System of
Islam)
5 CIOUd. B.NE.0633 | PROFESSIONAL | 3 1 4 5 NE
Computing
6 Cellular B.NE.0634 | PROFESSIONAL | 2 | 1 | 2 3 NE B.NE.0527
Networks
7 | Advanced | g\ 0635 | PROFESSIONAL | 3 | 2 | 2 4 NE B.NE.0419
Networks T T
Scientific | 5 \F 0636 BASIC 2112 3 LD
Writing T
Total 20 |11 | 14| 6 | 31
Number Classes In charge Prerequisite
NO | Subject | Code Of Department 4 Remarks
Credit . and Faculty subjects
Theory | Practical | Survey | Total
1
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Semester Courses Plan

Ministry of Higher Education
University ()
Faculty (Computer Science)

Department (Network Engineering)

4 Hours / Week %
N Subject Code Category 8 E Departme E £
0 1S Ol ~ o > nt g (@]
= o =] [ T =
Z | 2> 8% = | B g
Fla | 3| F .
Mobile
1 Application B.NE.O7 | PROFESSION 3 2 2 4 NE
37 AL
Development
Network B.NE.O7 | PROFESSION
2 Security 38 AL 4 3 2 5 NE
Islamic
Culture
3 (Quran and SL1C.0 INCLUSIVE 2 2 2 ID
782
Contemporary
Sciences
Artificial B.NE.O7 | PROFESSION
4 Intelligence 39 AL 3 3 3 NE
Diploma B.NE.O7 - B.NE.063
5 Project Guide 40 Thesis 1 2 2 NE 6
Network
6 | Programming- B.NE.O7 | PROFESSION 3 1 4 5 NE B.NE.020
I 41 AL 9
Enterprise
7| Network | BNEOT | PROFESSION |5 ) g | 5 4 NE
Design
Total 19 13 | 12 25

Number Classes In charge Prerequisite | Remarks
: inDepartment subjects
NO | Subject | Code | Theory [ Practical | Survey [ Total | and Fl):aculty )
Credit
1
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Ministry of Higher Education
University ()

Faculty (Computer Science)
Department (Network Engineering)

Hours / Week - o
5 | 5 2
N Subject Cod Cat &1 T | = £ 2 g
0 ubjec ode ategory £ § g g1 3| 5 =l g
12858 R 5
Z|lF| &1 a|"F a £
Diploma
1 Project B.NE.0843 THESIS 4 2 6 8 NE
Islamic
2 Culture SL.IC.0783 | INCLUSIVE 2 | 2 2 ID
(Islamic
Civilization)
Distributed
3 Network B.NE.0844 | PROFESSIONAL | 3 2 2 4 NE
Systems
4 | DataScience | B.NE.0845 | PROFESSIONAL | 4 2 4 6 NE
Integrative
5 Programming B.NE.0846 | PROFESSIONAL | 3 2 2 4 NE B.NE.0209
6 Elective-2 Elective 2 2 NE
Total 18| 10 | 8 6 | 26

- Hours / Week D)
© 3
. g 5 _ 2 g
Subject Code Category = 8 > < > = Department 3 g
=1 (=} =1 > = o
z & s | 35| R o
= a (%] o
Digital Image | g\ 0851 | Elective | 2 1] 2 3 NE
Processing T
Creativity | g NEogs2 | Elective | 2 2 2 NE
Development
Internet of | 5 NE 0853 | Elective | 2 1] 2 3 NE
things
Microwave and
Satellite B.NE.054 Elective 2 1 2 3 NE
Communication
Transmission | p \e 0855 | Elective | 2 ) 3 NE
Networks
Troubleshooting
and Penetration | B.NE.0856 | Elective 2 1 2 3 NE
Testing
Total
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Slass
lelw )
3 g0 EVET.)
)
.-t : )o
Introduction, Brief History/Generations, Components,
3 5 Jol an
Applications of Computer.
Types of Computer, Classification according to Logic
used, Classification according to size,
3 5 Large Computer Systems, Super Computers, Mainframe POREVELS
Computers, Mini Computer, Small computer Systems,
Micro Computers, Hardware Vs Software.
Parts of a Computer, The System Unit, The Processors,
3 5 Memory, Disk Systems, Display cards PYWIEUELY
SIS i po ol Lele gl 25
The Monitors, Keyboard, Storage Devices, Printers,
Types of software, Systems Software,
Operating Systems (Windows, MS-DOS, LINUX), )
Translators (Compilers, Interpreters),
Utility Programs, Applications software, General
3 5 P dan
Purpose, Word Processors, )
Operating systems, Introduction to DOS, Common
3 5 PVIEVEES
Commands,
Introduction to Windows, Familiarization with
Windows Icons, My Computer, Recycle Bin, Control
panel, Start Button, Other Sub Menus, Task Bar, Shut
3 5 RET R VETY
down Processes, Windows, Use of start Menu,
Customize the desktop, Use of Windows Help, use of
Windows accessories,
Word pad, Calculator, Paint, Managing files and folders
3 5 using My Computer, Managing files and Folders using PSR VET S
Windows Explorer, Managing Recycle bin operations
Internet Explorer (Send/receive E-Mail, Browsing
3 5 PESREVET

Internet),
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Word Processor (MS-Word), Open and save files in
specified path or new folder, Selection of text by different
methods and applying, different operations Copying
Moving & Deleting, Formatting text (Bold, Underline,
Font, Color (Font, Fill), MS-Word, Use of Undo and
Redo, Use of text alignment, indenting and managing
space. Also, use of bullets and Numbering, Use of Page
setup including page margin, Size, paper source &
Layout and Printing a Page, Insert (Picture, Header &

Footer etc),

r\,_cwa\‘;.é.co

Spreadsheet (MS-Excel), Inserting and deleting cells,
rows and columns, Managing worksheets, Formatting

and Customizing data, Text Alignment, Border,

23k alde

Patterns and Drawing, MS-Excel, Use of formulas and
functions (formatting numbers, decimal places, columns
and row setup etc). Use of page setup and printing

configurations,

p2ojlgs Ao

MS-PowerPoint, Create a New Presentation (Blank,

Design Template), New Slide, Formatting

R o L8

Customizing data, Animation Schemes, Action Buttons,

and Action Settings etc

PEXHPE VLT

Computer Viruses, Types of Computer viruses (Trojan
horses, Worms & Viruses), Protection from viruses (Anti

Viruses).

pfwjjl.; an

Review , Answering Questions .

2l A
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Introduction to computer by Peter Norton 9" edition
ol b
Jessen Havill, Discovering Computer Science, 2020
Jessen Havill, Discovering Computer Science, 2020 éof é.gL'o.o
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Olaze Gl )5 5T 5 Con Simd BaglS *
Jsl s 5 gale e gilio 5l oolitl U 10,5 ot 59 (30800 gy g
OMazo (bl s (g
59 m plal 128 518 0,8 Dom slive o Sae o) 05
(6%) a8 don¥ clw 5o o ool cndl Gakas 0
(10%) (525,59 oLl sla )15 Jold (o Mame (SO (ny
B%)Plazs oo lo cdld g Jlgaan oLl ¢
(20%) yiasnomw Jowsgl yloxial @
60%) ol sl @
(b basd 559 Jad) Ggoudo (o yo oo
&y Jol Jad
Introduction to course  ®
Function and their graphs, kind of Function, Algebraic Function *
Domain, Co- Domain of Function, Example and Practices  *®
Graphing with Calculators and Computers  *
plgdg Comod 09 Juad
Rates of Change and Tangents to Curves  *
Limit of a function, Defecation of Limit, Right and Lift Limit  *
Role of Limit, First famous Limit ®
Continuity, Discontinuity, kind of Discontinuity.  ®
Glide pgm Juad
Tangents and the Derivative at a Point  ®
The Derivative as a Function  *
Differentiation Rules.  *®
The Powers and Polynomials  *®
The Slope and the Tangent Line  *
Derivative of the Sine and Cosine ~ *®
The Chain Rule.  *
Lo ISl iy Josd
The Idea of the Integral ~ ©
Antiderivatives  ®
Summation vs. Integrations ~ *®
The indefinite Integral and Substitutions.
The Definite Integral ~ ©
Properties of the Integral and the Average Value
The Fundamental theorem and Its Consequences

Numerical Integration.  ®
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o By pide Juad
An Overview *
the Exponential €x  *
Growth and Decay in Science and Economics. ~ ®
Logarithms *
Separable Equations Including the Logistic Equation ~ *
Powers Instead of Exponentials ~ *
Hyperbolic Functions ~ ®
Coled (2 o sy g L Alds pas Juas
the Geometric Series  ®
Convergence Tests Positive Series ~ ®
Convergence Tests All Series  *®
The Taylor Series for €x, sinx, and cosx ~ ®
Power Series.  *®
o sLadg by j9iSag wasilgs Juad
Vectors and Dot Products  *
Planes and Projections ~ *
Cross Products and Determinants.  ®
Matrices and Linear Equations  ®
Linear Algebra in three Dimensions

Overview on course. ®
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Chapter 1 Functions
* Introduction to course
3 3 Jol an
* Function and their graphs, kind of Function,
Algebraic Function
Chapter 1 Functions cont.
* Domain, Co- Domain of Function, Example and
Practices
*  Graphing with Calculators and Computers
Chapter 2 Limit and Continuity
* Rates of Change and Tangents to Curves
* Limit of a function, Defecation of Limit, Right
and Lift Limit
Chapter 2 Limit and Continuity cont.
* Role of Limit, First famous Limit,
3 3 plez aiin
*  Continuity, Discontinuity, kind of
Discontinuity.
Chapter 3 Derivatives
* Tangents and the Derivative at a Point
3 3 P dan
*  The Derivative as a Function )
* Differentiation Rules.
Chapter 3 Derivatives cont.
*  The Powers and Polynomials
3 3 *  The Slope and the Tangent Line ROVIEVELY
*  Derivative of the Sine and Cosine
*  The Chain Rule.
Chapter 5 Integrals
* Theldea of the Integral
3 3 . * .t
* Antiderivatives
*  Summation vs. Integrations
Chapter 5 Integrals cont.
3 3 e an

*  The indefinite Integral and Substitutions.
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*  The Definite Integral

*  Properties of the Integral and the Average Value

Chapter 5 Integrals cont.

*  The Fundamental theorem and Its Consequences RESPVETY
*  Numerical Integration.
Chapter 7 Transcendental Functions
* AnOverview
oS Lan
* the Exponential €x
*  Growth and Decay in Science and Economics.
Chapter 7 Transcendental Functions
* Logarithms
* Separable Equations Including the Logistic
a2k alde
Equation
* Powers Instead of Exponentials
* Hyperbolic Functions
Chapter 10 Infinite Sequences and Series
* the Geometric Series
p2ojlgs Ao
* Convergence Tests Positive Series
* Convergence Tests All Series
*  The Taylor Series for €x, sinx, and cosx
Sy 4
*  Power Series. -
Chapter 12 Vectors and the Geometry of Space
*  Vectors and Dot Products o
) 23, le> alan
* Planes and Projections
*  Cross Products and Determinants.
* Matrices and Linear Equations
2oyl dide
* Linear Algebra in three Dimensions '
*  Overview on course. 23l A
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1. Thomas, G. B., Weir, M. D., & Hass, J. (2018). Thomas' Calculus,14th edition, égl.lw
Addison-Wesley Lol
Larson, R., Hostetler, R. P., Edwards, B. H., & Heyd, D. E. (1986). Calculus with .2

analytic geometry. Lexington, Massachusetts, USA DC Heath. &b
Weir, Maurice D.Thomas' Calculus I Maurice D. Weir, Joel Hass, George B. .3 éof

Thomas.-12th ed. p.em ISBN 978-0-321-58799-2
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Syllabus (headings and subheadings)
Chapter 1 Linear Equations in Linear Algebra
* Systems of Linear Equations
* Row Reduction and Echelon Forms
*  Vector Equations
*  The Matrix Equation Ax =b
*  Applications of Linear Systems
* Linear Independence
* Introduction to Linear Transformations
*  The Matrix of a Linear Transformation
Chapter 2 Matrix Algebra
*  Matrix Operations
*  The Inverse of a Matrix
*  Characterizations of Invertible Matrices
* Partitioned Matrices
*  Matrix Factorizations
*  The Leontief Input-Output Model

* Applications to Computer Graphics
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Subspaces of R"

Dimension and Rank

Chapter 3 Determinants

Introduction to Determinants
Properties of Determinants

Cramer’s Rule, Volume, and Linear Transformations

Chapter 4 Vector Spaces

Vector Spaces and Subspaces

Null Spaces, Column Spaces, and Linear Transformations
Linearly Independent Sets; Bases

Coordinate Systems

The Dimension of a Vector Space

Rank

Change of Basis

Chapter 5 Eigenvalues and Eigenvectors

Eigenvectors and Eigenvalues

The Characteristic Equation
Diagonalization

Eigenvectors and Linear Transformations
Complex Eigenvalues

Discrete Dynamical Systems
Applications to Differential Equations

Iterative Estimates for Eigenvalues
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1. INTRODUCTION
1.1 Why Study Statistics?
1.2 What Is Statistics?
1.3 More About Inferential Statistics
1.4 Three Types of Data
1.5 Levels of Measurement
1.6 types of variables
2. describing data with tables and graphs tables (frequency distributions)
2.1 frequency distributions for quantitative data
2.2 guidelines
2.3 outliers
2.4 relative frequency distributions
2.5 cumulative frequency distributions
2.6 frequency distributions for qualitative (nominal) data
2.7 interpreting distributions constructed by others
graphs
2.8 graphs for quantitative data
2.9 typical shapes
2.10 a graph for qualitative (nominal) data
2.11 misleading graphs
2.12 doing it yourself
3 describing data with averages
3.1 mode
3.2 median
3.3 mean
3.4 which average?
3.5 averages for qualitative and ranked data
4 describing variability
4.1 intuitive approach
4.2 range
4.3 variance
4.4 standard deviation

4.5 details: standard deviation
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4.6 degrees of freedom (df )
4.7 interquartile range (iqr)
4.8 measures of variability for qualitative and ranked data
5 normal distributions and standard (z) scores
5.1 the normal curve
5.2 z scores
5.3 standard normal curve
5.4 solving normal curve problems
5.5 finding proportions
5.6 finding scores
5.7 more about z scores
6 describing relationships: correlation
6.1 an intuitive approach
6.2 scatterplots
6.3 a correlation coefficient for quantitative data: r
6.4 details: computation formula for r
6.5 outliers again
6.6 other types of correlation coefficients
6.7 computer output
7 regression
7.1 two rough predictions
7.2 aregression line
7.3 least squares regression line
7.4 standard error of estimate, sy | x
7.5 assumptions
7.6 interpretation of r 2
7.7 multiple regression equations
7.8 regression toward the mean
8 populations, samples, and probability populations and samples
8.1 populations
8.2 samples
8.3 random sampling
8.4 tables of random numbers
8.5 random assignment of subjects
8.6 surveys or experiments?
probability

8.7 definition

75



8.8 addition rule
8.9 multiplication rule

8.10 probability and statistics

9 sampling distribution of the mean

10 more

9.1 what is a sampling distribution?

9.2 creating a sampling distribution from scratch
9.3 some important symbols

9.4 mean of all sample means

9.5 standard error of the mean

9.6 shape of the sampling distribution

9.7 other sampling distributions

about hypothesis testing

10.1 why hypothesis tests?

10.2 strong or weak decisions

10.3 one-tailed and two-tailed tests

10.4 choosing a level of significance ()

10.5 testing a hypothesis about vitamin c

10.6 four possible outcomes

10.7 if h0 really is true

10.8 if h0 really is false because of a large effect
10.9 if h0 really is false because of a small effect
10.10 influence of sample size

10.11 power and sample size

11 chi-square ( X 2) test for qualitative (nominal) data

one variable X 2 tests

11.1 survey of blood types

11.2 statistical hypotheses

11.3 details: calculating X 2

11.4 table for the X 2 distribution

11.5 X 2 test
Weekly Teaching Plan
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1. introduction
2 2 1.1 why study statistics? Jol aisn
1.2 what is statistics?
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1.3 more about inferential statistics

1.4 three types of data

1.5 levels of measurement

1.6 types of variables
2. describing data with tables and graphs
tables (frequency distributions)

2.1 frequency distributions for

quantitative data
2.2 guidelines
2.3 outliers

2.4 relative frequency distributions

2.5 cumulative frequency distributions

2.6 frequency distributions for
qualitative (nominal) data

2.7 interpreting distributions constructed
by others
graphs

2.8 graphs for quantitative data

2.9 typical shapes

2.10 a graph for qualitative (nominal)

data
2.11 misleading graphs
2.12 doing it yourself

g PV-FY

3 describing data with averages
3.1 mode
3.2 median
3.3 mean
3.4 which average?

3.5 averages for qualitative and ranked data

o 4l

4 describing variability
4.1 intuitive approach
4.2 range
4.3 variance
4.4 standard deviation
4.5 details: standard deviation
4.6 degrees of freedom (df )
4.7 interquartile range (iqr)
4.8 measures of variability for qualitative

and ranked data
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5 normal distributions and standard (z)
scores

5.1 the normal curve

5.2 z scores

5.3 standard normal curve

5.4 solving normal curve problems

5.5 finding proportions

5.6 finding scores

5.7 more about z scores

6 describing relationships: correlation

6.1 an intuitive approach

6.2 scatterplots

6.3 a correlation coefficient for quantitative
data: r

6.4 details: computation formula for r

6.5 outliers again

6.6 other types of correlation coefficients

6.7 computer output

7 regression
7.1 two rough predictions
7.2 aregression line

7.3 least squares regression line

7.4 standard error of estimate,
7.5 assumptions

7.6 interpretation of r 2

7.7 multiple regression equations

7.8 regression toward the mean

Ry w

8 populations, samples, and probability
populations and samples

8.1 populations

8.2 samples

8.3 random sampling

8.4 tables of random numbers

8.5 random assignment of subjects

8.6 surveys or experiments?

probability
8.7 definition
8.8 addition rule

8.9 multiplication rule

DS 4D
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8.10 probability and statistics

9 sampling distribution of the mean
9.1 what is a sampling distribution?
9.2 creating a sampling distribution from
scratch

9.3 some important symbols

205l dian

9.4 mean of all sample means
9.5 standard error of the mean
9.6 shape of the sampling distribution

9.7 other sampling distributions

p20jlgs didn

10 more about hypothesis testing
10.1 why hypothesis tests?
10.2 strong or weak decisions
10.3 one-tailed and two-tailed tests
10.4 choosing a level of significance ()
10.5 testing a hypothesis about vitamin ¢

10.6 four possible outcomes

RO s LA

10.7 if hO really is true

10.8 if h0 really is false because of a large
effect

10.9 if hO really is false because of a small
effect

10.10 influence of sample size

10.11 power and sample size

o3l in

11 chi-square ( X 2) test for qualitative
(nominal) data
one variable X 2 tests

11.1 survey of blood types

11.2 statistical hypotheses

11.3 details: calculating X 2

2ok L

11.4 table for the X 2 distribution
11.5 X 2 test
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Chapter 1 Sample Space and Probability
* Sets
*  Probabilistic Models
* Conditional Probability
* Total Probability Theorem and Bayes' Rule
* Independence
* Counting
Chapter 2 Discrete Random Variables
* Basic Concepts
*  Functions of Random Variables
*  Expectation, Mean, and Variance
* Conditioning
* Independence
Chapter 3 General Random Variables
*  Continuous Random Variables and PDFs
*  Cumulative Distribution Functions
* Normal Random Variables
* 3 .4. Joint PDFs of Multiple Random Variables
* Conditioning
*  The Continuous Bayes' Rule
Chapter 4 The Bernoulli and Poisson Processes
*  The Bernoulli Process
*  The Poisson Process
Chapter 5 Bayesian Statistical Inference
* Bayesian Inference and the Posterior Distribution

* Point Estimation, Hypothesis Testing, and the MAP Rule
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Chapter 1 Sample Space and

4 4 Probability Jol aen
Sets , Probabilistic Models

4 4 Conditional Probability P9 diad
Total Probability Theorem and

4 4 Bayes' Rule .

s 4
Independence P
.t
4 4 Counting
ol

Chapter 2 Discrete Random
Variables )
Basic Concepts
Functions of Random Variables
Expectation, Mean, and Variance o

4 4 P
Conditioning
Independence
Chapter 3 General Random

4 4 Variables POAT VTS
Continuous Random Variables and
PDFs

4 4 Cumulative Distribution Functions | gt 482
Normal Random Variables

4 4 3 .4. Joint PDFs of Multiple PR VAT
Random Variables

4 4 Conditioning RS D




0 4 4 The Continuous Bayes' Rule
25l
Chapter 4 The Bernoulli and )
R
0 4 4 Poisson Processes ‘
33lg0
The Bernoulli Process L
.t
0 4 4 The Poisson Process
s ot
Chapter 5 Bayesian Statistical
Inference PUE-Y.)
0 4 4
Bayesian Inference and the o2,k
Posterior Distribution
Point Estimation, Hypothesis EV-LY
0 4 4
Testing, and the MAP Rule P RS
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0 4 4 Review, Answering Questions.
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Introduction to website
®  What make good design?
e URL

o Files

Introduction to HTML structure
® Heading tags
® Body tags )
4 Pgo Aad
e Text tags, bold/italic....

® Header tags

HTML tags
®  Order list, Unorder list, Definition list
4 ® Defining Attributes g 45D

® Image tags

® Table tags
HTML tags
4 e Form tags oyl Ao

® Video/audio tags

Introduction to CSS
® Internal CSS
® External CSS

® DBasicstyle

Text and Color
4 ® Textstyling POWIVPVET.

e Using colors

Styling Tables
4 e Styling tables POET. VTS

® Styling rows, columns
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Designing lists and forms

® Designing lists

o & : . :

® Designing inputs

® Design forms
Layout PR
Boxes

Ma . 2

Introduction to JavaScript

® Embedding JavaScript into HTML files

a2l Ao

® Alert messages

® Basic JavaScript
Variables and Functions

® Declare and define variables

e  Using functions )

a23jlg0 aian

® Arguments

® Returning value

®  Built-in functions
Array, Conditionals, Loops

® Using arrays

®  Using built-in array functions

o If-else conditional (O ) ASAD

e  While loop

® Foor loops

®  Do-while loops
Document Object Model

.2

® Check forms

®  Getting input from forms

2k

Review PRSPV ]
Final Project
PR3 W
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e DUCKETT, JON, (2014) JAVASCRIPT & JQUERY Interactive Front-End
Web Development, John Wiley & Sons, Inc.
kol mls

e DUCKETT, JON, (2020) HTML & CSS Design and Build Websites, John
Wiley & Sons, Inc.

e DUCKETT, JON, (2014) JAVASCRIPT & JQUERY Interactive Front-End
Web Development, John Wiley & Sons, Inc.

e DUCKETT, JON, (2020) HTML & CSS Design and Build Websites, John
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Introduction
Brief History of Database Applications
Characteristics of Database Approach
Actors on the Scene
Workers Behind the Scene
oled ptnw pplio g 6 yloro pgo Juad
Data Models, Schemas, and Instances
Three Schema Architecture and Data Independence
Database Languages and Interfaces
Centralized and Client Server Architecture for DBMS
Classification of Database Management Systems
&l akuly Jogo pom Juad
What is Data Model?
Relational Model Terminologies
Relational Integrity
Entity integrity and referential integrity
Relational Languages.
entity (sl aluly Jogo pylez Juad
The E-R Data Model
Entities
Relationships
Attributes
Strong and Weak Entities
Multiplicity constraints on relationships
Degree of Relationship Type
Attributes on relationships
Design problems with ER models
Functional Dependency and Normalization poxio Juad

Informal Design Guidelines for Relation Schemas
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Functional Dependency
Normal Forms Based on the Primary Key
General Definition of Second and Third Normal Forms
Boyce-Code Normal Form
Multivalued Dependency and Fourth Normal Form
Join Dependency fifth Normal Form
SOL Slwlu! puiicds Juad
SQL Data Definition and Data Types
Specifying Constraints in SQL.
Basic retrieval Queries
Insert, Update, and Delete Statements in SQL.
Additional SQL Features.
Relational Database Design by ER-to-Relational Mapping poid Juad
Relational Database Design Using ER-to-Relational Mapping
P9 9 Jgl al>po unlad (Lliw (2l)b ils Jad
Introduction to database design methodology
Overview of database design methodology
Introduction to step 1 of the logical database design methodology
Creating and checking ER Models
Map ER Models to tables
T30 F ¥ Al ys utlizd oSoud 2y i Jusd
Comparison of physical and logical database design
Design user views
Design security mechanisms
AgValopo gunlod (S5 2Lk ead Juad
consider the introduction of controlled redundancy
Understanding the meaning of denormalization
Importance of monitoring and tuning the operational system
How to measure efficiency
Understanding system resources
Current and Emerging Trends 23;L Juad
Advance database applications
Weaknesses of Relational DBMSs (RDBMSs)
Distributed DBMSs and Replication Server
Object-oriented DBMSs and Object-relational DBMSs
Data warehousing

Online analytical processing (OLAP)
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* Data Mining
* XML
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Chapter One Database and Database Users
* Introduction
*  Brief History of Database Applications.
*  Characteristics of Database Approach.
*  Actors on the Scene.

*  Workers Behind the Scene.

Chapter Two Database Systems Concepts and Architecture

¢ Data Models, Schemas and Instances.

*  Three Schema Architecture and Data Independence. EVETY
? * * Database Languages and Interfaces. Py
* Centralized and Client Server Architecture for DBMS.
* (lassification of Database Management Systems.
Chapter Three the Relational Model
*  What is Data Model?
* Relational Model Terminologies EVETY
? * * Relational Integrity Prwe
*  Entity integrity and referential integrity
* Relational Languages.
Chapter Four Entity—Relationship modeling
*  The E-R Data Model
* Entities. EVETY
2 4
* Relationships. e )Lé?
* Attributes.
* Strong and Weak Entities
Chapter Four Continue...
*  Multiplicity constraints on relationships .
Lan
2 4 *  Degree of Relationship Type. .

* Attributes on relationships

*  Design problems with ER models
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Chapter Five Basics of Functional Dependency and

Normalization for Relational Database

Informal Design Guidelines for Relation Schemas

Functional Dependency

Normal Forms Based on the Primary Key
First Normal Form

Second Normal Form

Third Normal Form

Lk

Chapter Five Continue...

Boyce-cod Normal Form
Multivalued and Fourth Normal Form

Join Dependency fifth Normal Form

1

Chapter Six SQL Basics

SQL Data Definition and Data Type
Environment Setup.

Specifying Constraints in SQL

X

Chapter Six Continue...

DDL Commands
DML Commands

Chapter Six Continue...

DCL Commands
TCL Commands
Additional Feature of SQL

‘-g..h.)

Chapter Seven Relational Database Design by ER -to-

Relational Mapping

Relational Database Design Using ER-to- Relational

Mapping

o235b

Chapter Eight Logical Design Step 1 & 2

Introduction to database design methodology

Overview of database design methodology

Introduction to step 1 of the logical database design

methodology
Creating and checking ER Models
Map ER Models to tables

Check table structure using normalization

RERY PR
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Chapter Nine Physical Database Design Step 3, 4, 5, and 6 VTS
*  Comparison of physical and logical database design PRI
Chapter Nine Continue...

Design user views

Design security mechanisms

o2,z

Chapter Ten Physical database design step 7 and 8

Consider the introduction of controlled redundancy
Understanding meaning of denormalization
Importance of monitoring and tuning the operational
system

How to measure efficiency

Understanding system resources

NS

Chapter Eleven Current and Emerging Trends

Advance database applications

Weaknesses of Relational DBMSs (RDBMSs)
Distributed DBMSs and Replication Server
Object-oriented DBMSs and Object-relational DBMSs
Data warehousing

Online analytical processing (OLAP)

Data Mining

XML
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building databases. Pearson Education.
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Syllabus

Chapter 1 Introduction to JSON

JSON - Overview
JSON - Syntax
JSON-Data Types
JSON-Objects & Arrays
JSON - Server

Chapter 2 Introduction to XML

XML - Overview
XML - Syntax

XML - Technologies
XML - DOM

XML DTD

XML Schema

XML - Validation

Chapter 3 Serve Side Scripting Languages

Introduction to S.S.S. Ls
PHP - Overview

PHP - Environment Setup
PHP - Syntax

PHP — Variable Types
PHP - Operators

PHP - Decision Making

Chapter 4 Control Flow

PHP - Conditional Statements

Repetition Statements
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* PHP - Functions
Chapter 5 Array & File Inclusion
* PHP - Array
* PHP - File Inclusion
* PHP - Date & Time
Chapter 6 State Management & File Handling
1- PHP State Management
* PHP - Cookie
* PHP - Session
2- PHP File Handling
*  Open & Read file(s)
*  Creating & writing to a file
* File Uploading
*  File Downloading
* Copy, Delete, and Rename a file
* File Permissions
Chapter 7 PHP Forms
*  PHP Super Global Variables
* PHP Form Handling
* PHP Form Validation
*  PHP FORM Required
Chapter 8 PHP OOP
¢ PHP OOP Overview
*  PHP Classes/Objects
¢ PHP Constructor
*  PHP Destructor
*  PHP Access Modifiers
¢ PHP Inheritance
* PHP Interface
Chapter 8 PHP - MYSQL
* PHP-MYSQL Introduction
* PHP-MYSQL Connection
* PHP-MYSQL Create Database
* PHP-MYSQL Create Table
¢ PHP-MYSQL INSERT
¢ PHP-MYSQL SELECT
e PHP-MYSQL WHERE
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* PHP-MYSQL LIMIT

* PHP-MYSQL ORDER BY

* PHP-MYSQL UPDATE

* PHP-MYSQL DELETE

* PHP-MYSQL CRUD PROJECT
Chapter 10 PHP Login System

* Registration Form

* Login Form

* Logout/Destroy Session(s)

*  Email Verification

* Remember me
Chapter 11 Pagination, Search & Practical Project

* PHP-MYSQL Pagination

* Class Practical Project

¢ PHP -MYSQL Search & Filter
Chapter 12 Introduction to AJAX

¢ AJAX-Overview

* AJAX-Technologies

* AJAX-XMLHttpRequest

*  AJAX Request/Response

* AJAX-Database Operations

* AJAX-JSON

* AJAX-Security
Chapter 13 Ajax Live Search & Htaccess

¢ PHP - AJAX Live Search

* PHP-JSON

*  Htaccess & Htpassword
Chapter 14 Introduction to PHP Frameworks

* Introduction to Framework(s)

* PHP - Framework Types

*  PHP Framework Environment Setup

* PHP Framework Simple Project
Chapter 15 Class Project Evaluation & Summary

*  Class Projects Evaluation

*  Summary

*  Final Exam Preparation

99



Teaching Plan

o

Sk

Olelw olass

PERE ST

|u

Chapter 1 Introduction to JSON

Introduction to Web Development
JSON - Overview

JSON - Syntax

JSON-Data Types

JSON-Objects & Arrays

JSON - Server

JB‘ Lo

Chapter 2 Introduction to XML

XML - Overview
XML - Syntax

XML - Technologies
XML - DOM

XML DTD

XML Schema

XML - Validation

Chapter 3 Serve Side Scripting Languages

Introduction to S.S.S. Ls
PHP - Overview

PHP — Environment Setup
PHP - Syntax

PHP - Variable Types
PHP — Operators

PHP - Decision Making

Chapter 4 Control Flow

PHP - Conditional Statements
PHP - Repetition Statements

PHP - Functions

ol e

Chapter 5 Array, File Inclusion and PHP Date

& Time

Chapter 6

1- PHP State Management
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¢ PHP - Cookie
* PHP - Session
2- PHP File Handling
* Open & Read file(s)
* Creating & writing to a file
* File Uploading
* File Downloading
¢ Copy, Delete, and Rename a file

¢ File Permissions

Chapter 7 PHP Forms
* PHP Super Global Variables
¢ PHP Form Handling
¢ PHP Form Validation RUEL VL
¢ PHP FORM Required
* PHP Regular Expressions

Chapter 8 PHP OOP
¢ PHP OOP Overview
* PHP Classes/Objects
¢ PHP Constructor
¢ PHP Destructor
* PHP Access Modifiers
¢ PHP Inheritance
* PHP Interface

Chapter 8 PHP - MYSQL
* PHP-MYSQL Introduction
¢ PHP-MYSQL Connection
* PHP-MYSQL Create Database
¢ PHP-MYSQL Create Table o Ao
¢ PHP-MYSQL INSERT
¢ PHP-MYSQL SELECT
¢ PHP-MYSQL WHERE
e PHP-MYSQL LIMIT

¢ PHP-MYSQL ORDER BY
* PHP-MYSQL UPDATE RS Ao
* PHP-MYSQL DELETE
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¢ PHP-MYSQL CRUD PROJECT

Chapter 10 PHP Login System
* Registration Form

* Login Form

* Logout/Destroy Session(s) a2l dlan
¢ Email Verification
* Remember me
Chapter 11
* PHP -MYSQL Pagination
RN R VET S
* C(lass Practical Project
¢ PHP -MYSQL Search & Filter
Chapter 12 AJAX
* AJAX-Overview
¢ AJAX-Technologies
* AJAX -XMLHttpRequest ) N
* AJAX Request/Response o 2
* AJAX -Database Operations
* AJAX-JSON
* AJAX - Security
Chapter 13
* PHP - AJAX Live Search
e PHP-JSON 23, le> alan
* Htaccess & Htpassword
Chapter 14 PHP Frameworks
¢ Introduction to Framework(s)
* PHP - Framework Types 23yl dlan
* PHP Framework Environment Setup
* PHP Framework Simple Project
Chapter 15
* Class Projects Evaluation
23l alen

* Summary

* Final Exam Preparation
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Syllabus (headings)

Chapter one paragraph Format

Chapter two Narrative Paragraph

Chapter three Paragraph Structure

Chapter Five Logical Divisions of Ideas

Chapter Six Process Paragraphs

Chapter Seven Definition Paragraphs

Chapter Eight Comparison/Contrast Paragraphs
Chapter Nine Essays

Chapter Ten Opinion Essays
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Weekly Teaching Plan

Slass
Olelu
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SRSl
Chapter one Paragraph Format
*  What Is Academic Writing?
* Paragraph Format
* Model Handwritten Assignment
2 2 Introducing Myself Jol €an

* Model Computer-Written
Assignment Introducing Myself
* Capitalization Rules

* Sentence Structure

Chapter 1 Paragraph Format (cont.)
* Sentence Structure
* Simple Sentences
*  Subject-Verb Agreement
¢ Fragments
* Compound and Complex Sentences
*  The Process of Writing
2 2 pgd Ao
* Step 1 Prewriting Listing
*  Step 2 Organizing
*  Step 3 Writing
*  Step 4 Polishing Revising and Editing
* Review

*  Writing Assignment

Chapter 2 Narrative Paragraphs
* Model Narrative Paragraph
Earthquake!
* Time Order and Time order Signals

*  Sentence Structure

®*  Punctuation
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Chapter 3 Paragraph Structure

Organization

Three Parts of a Paragraph

The Topic Sentence

Supporting Sentences and Examples
The Concluding Sentence
Punctuation

Writing Process

Summary Writing 1

Review

ol axan

Chapter 5 Logical Division of Ideas

Organization

Logical Division of Ideas
Coherence

Using Nouns and Pronouns
Consistently

Transition Signals

Chapter Five (Cont.)

Sentence Structure

Sentence Errors Comma Splices and
Run-ons

Writing

Review

Review Practices

Writing Assignment

Alternative Writing Assignment

Chapter 6 Process Paragraphs

Organization

Time Order

Time Order Signals

Sentence Structure

Model Clauses and Complex

Sentences How to Give the Cat a Pill
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Chapter 6 (Cont.)

Clauses

Complex Sentences
Writing

Review

Review Practices
Writing Assignment

Alternative Writing Topics

i AlAs

Chapter 7 Definition Paragraphs

Sentence Structure

Model Appositives and Adjective
Clauses Holidays with Pagan Origins
Appositives

Adjective Clauses

Complex Sentences with Adjective
Clauses

Subject Pronouns who, which, that
Object Pronouns whom, which, that,
© (no pronoun)

Clauses with when

Writing

Review

Review Practice

Writing Assignment

Chapter 8 Comparison/Contrast Paragraphs

Models Comparison/Contrast
Paragraphs

Paragraph 1 Right Brain/Left Brain
Paragraph 2 Two Job Applicants
Organization

Topic Sentences and Concluding
Sentences for

Review Practices

Writing Assignment

Maa.‘;.é.:a
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Chapter 8 (Cont.)
* PartII The Essay
Comparison/Contrast Paragraphs
* Sentence Structure

*  Model Comparison/Contrast Signals

Two Varieties of English padsl 50
* Comparison Signals
* Contrast Signals
*  Writing
* Review
Chapter 9 Essay Organization
*  Organization
*  Three Parts of an Essay
* Model Essay Structure Styles of RN NPT S
Popular Music
* The Introductory Paragraph
Chapter 9 Essays (Cont.)
* Body Paragraphs
*  The Concluding Paragraph
* Transitions between Paragraphs
*  Essay Outlining
*  Writing PN R JUOWIELEL )
* Planning an Essay
* Review
* Review Practices
*  Writing Assignment
*  Summary Writing II
Chapter 10 Opinion Essays
* Model Opinion Essay The Right to
Die
o23,)lox alin

* Organization
*  The Introductory Paragraph for

Opinion Essays
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Chapter 10 Opinion Essays
(Cont.)
*  Body Paragraphs for Opinion Essays
*  The Concluding Paragraph for
Opinion Essays
*  Developing Supporting Details

*  Quotations

2 2 REXH PT
*  Rules for Using and Punctuating
Quotations
* Statistics
*  Writing
* Review
* Review Practices
*  Writing Assignment
Additional Materials
* Plagiarism
2 2 *  Methods to Avoid Plagiarism PEXTH IV ITY
*  Reference List
*  Examples of citing different sources.
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Secondary sources
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Introduction
Electronic tools
Deals with Diode and IC.

Semiconductor Materials.

Chaps
Energy Levels.

Extrinsic Materials—n- and p-Type.

Load-Line Analysis
Diode Approximations
Silicon features

Circuits

Series Diode Configurations with DC Inputs
Parallel and Series-Parallel Configurations

AND/OR Gate

Transistor Construction
Transistor Operation
Common-Base Configuration

Transistor Amplifying Action

Common-Emitter Configuration
Common-Collector Configuration

Limits of Operation

Operating Point
Fixed-Bias Circuit
Emitter-Stabilized Bias Circuit

Voltage-Divider Bias

DC Bias with Voltage Feedback

112

(l.bJ-.a.é »)9 LbJ.Aa.é) OG0 (o yd QL)J.é.o
oSy Sl alin Jol Juad

GOl dod grogls g Juad

(7 a,,ﬂ.b .b).g)lf g J.«as

90 1 jotam 515 oyl Juad

DC pudiss g b BJT poxio Juad

Sl el yge o jgumn il puinsd Juad

DC ol it Juad



Miscellaneous Bias Configurations

Design Operation

Field Effect Transistor (FET) construction
Characteristics

equivalent circuits

MOS

PMOS

CMOS

NMOS

FETS

their fabrication

uses and characteristic

The Enhancement & Depletion type MOSFET

biasing and application of MOSFETs
high frequency FET analysis

biasing and application of MOSFETs
high frequency FET analysis

Integrating Circuits
Differentiating Circuits

Summing Amplifier

Voltage to current converter

voltage follower
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MOS storage design w25 Jad

MOSFET 855b Juabd

BJT transistor modelling  n&3jlgs Juad

MOSFET application and analysis x23jww Juad

Integrated Circuits w23, Juad

Voltage and Resistance n233b Juad
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Chapter 1 Electronic Concepts
* Introduction to semiconductors elements (Ge, Si
2 2 &GaAs) Intrinsic and Extrinsic materials Jol €an
*  Energy level
* Introduction to Fermi Energy
Chapter 2 Semiconductor diodes
*  P-type and N-Type Semiconductors
2 2 *  P/Njunction and Diodes Diode Load Line pgo Alba
* graphical analysis of diode circuit, equivalent
circuits and frequency response.
Chapter 3 Diode Applications
* Diode application and characteristics of
2 2 different type of diodes PYVIEVEY
* Examples problems and its solutions related to
Diodes
Chapter 4 Bipolar junction transistors
2 2 * Half and full wave rectifiers oylez aan
*  BJT and its biasing circuits
Chapter 5 DC biasing—B]JTs
* DC, AC load lines o
? ? * Voltage A
*  Current and power gain of BJT.
Chapter 6 Field-effect Transistors
2 2 * BJT equivalent circuit and Small signal modeling ROVIEVEEY
for AC analysis
Chapter 7 FET biasing
2 2 RET R VET
*  Unity Bipolar Junction Introduction to FET
Chapter 8 BJT transistor modelling
2 2 JERTPLEN
* Difference between B]JT and FET
2 2 Chapter 9 BJT transistor modelling technology RERPVET
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¢  TField Effect Transistor (FET) construction
*  Characteristics

* equivalent circuits

Chapter 10 MOS storage design

* MOS
* PMOS
* CMOS .
* NMOS S
* FETS
*  their fabrication
* uses and characteristic
Chapter 11 MOSFET
wasl sin
*  The Enhancement & Depletion type MOSFET
Chapter 12 BJT transistor modelling
* Dbiasing and application of MOSFETs p2ojlgs Ao
* high frequency FET analysis
Chapter 13 MOSFET application and analysis
* Dbiasing and application of MOSFETs RESJOWIPIEY
* high frequency FET analysis
Chapter 14 Integrated Circuits
* Integrating Circuits .
¢ Differentiating Circuits M
*  Summing Amplifier
Chapter 15 Voltage and Resistance
* Voltage to current converter 23l dlan
*  voltage follower
*  Overview on course. 23l aen
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1. Ohio, Columbus. (2017). ELECTRONIC DEVICES AND CIRCUIT THEOR(seventh &b
Edition) Lol
2. Schubert]Jr, T. F., & Kim, E. M. (2015). Fundamentals of electronics Book
3. Synthesis Lectures on Digital Circuits and Systems, 10(2), 1-366. &b
4. Mitchell, A. (2014). Fundamentals of Electronics Book 1 Electronic Devices and o5

Circuit Applications.
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Types of Languages
Common definitions concerned with programming languages
Why programming
Types of computer languages
Differentiation of complier, assembler and interpreter
History of [any preferred language]
Why Study [any preferred language]
Program and Types of code
O Source code
O Object code
O Executable code
Explaining IDE(Integrated Development Environment)
Tools in IDE
Editor
Compiler
Linker

Debugger

c o0 O O O

Loader

Process of Executing [any preferred language ] Program

Variable

Identifier

Rules for constructing identifier
Keywords and Reserved Words
Statement and instruction
Constant

Rules for constructing real constant

Rules for constructing integer constant
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Rules for constructing character constant

Rules for writing [any preferred language | program

Comments

Different ways of comments
Types of instructions
Arithmetic Instruction

Type declaration instruction

Control Instruction

Types of Operators
Arithmetic Operators
Logical Operators

Relational Operators

If statement

If-else statement

Lab Session

Nested if-else statement
Switch statement

Lab Session

While Loop

Syntax of while loop
Lab Session

Do while Loop

Syntax of do while loop
Lab Session

For loop

Syntax of for loop

Defining Array

Why Array

How to Use Array
How to Declare Array

How to initialize array
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How to access array elements
One dimensional Array
Two-Dimensional Array

Character Array

Pointers/References 5,20 piid Juad

Defining Pointers/References
Why Pointers/References
Declaring Pointers/References

Initializing Pointers/References

QT Elgil g Functions  odyze aicied Juad

Overview of the functions
How to use functions

Why Functions

Built-in Functions

User Defined Functions
Passing Argument to Functions
Pass by value mechanism

Pass by address mechanism
Why use inline functions

How to use inline functions

When to use inline functions

Structure/Basics of Class 4o Juad

Introduction to structure/Basics of Class
Why need structure/Basics of Class
A simple structure/Basics of Class

Declaring structure/Basics of Class

Syntax of the structure/Basics of Class declaration

KRy
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09 e
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Introduction

Language
Types of Languages
Common definitions concerned with

programming languages
Why programming
Types of computer languages
Differentiation of complier, assembler and
interpreter
History of [any preferred language]
Why Study [any preferred language]
Program and Types of code
O Source code
O Object code
O Executable code
Explaining ~ IDE(Integrated = Development
Environment)
Tools in IDE
Editor
Compiler
Linker

Debugger

o O O O O

Loader
Process of Executing [any preferred language]

Program

Programming Constructs

Variable

Identifier

Rules for constructing identifier

Keywords and Reserved Words

Statement and instruction

Constant

Rules for constructing real constant

Rules for constructing integer constant

Rules for constructing character constant

Rules for writing [any preferred language]

program

9o VY-
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* Comments

* Different ways of comments
* Types of instructions

*  Arithmetic Instruction

* Type declaration instruction

*  Control Instruction

Operators
* Types of Operators
*  Arithmetic Operators
* Logical Operators

*  Relational Operators

P AIaD

Decision Control structure
¢ If statement
* If-else statement

* Lab Session

ol axan

* Nested if-else statement

*  Switch statement RESURVET

* Lab Session
Introduction to Loops

*  While Loop

*  Syntax of while loop

* Lab Session ROVWIEVET S

* Do while Loop

*  Syntax of do while loop

* Lab Session

*  For loop o

* Syntax of for loop e
Introducing Array

*  Defining Array

*  Why Array PSR VET S

* How to Use Array

O How to Declare Array
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O How to initialize array
O How to access array elements
®  Practice session

*  Quiz 1 and assignment 1

Types of Array

*  One dimensional Array

* Two-Dimensional Array
*  Character Array
Introducing Pointers/References
*  Defining Pointers/References
*  Why Pointers/References
20 dlan
*  Declaring Pointers/References
* Initializing Pointers/References
*  DPractice Session
Introducing Functions
*  Overview of the functions
*  How to use functions PR FPUET

*  Why Functions

* Lab Session

Function continues
* How to use Functions
O Function Prototype
O Function Definition
O Function Calling

*  Quize 2 Assignment 2

p20jlgs o

Types of Functions
O  Built-in Functions
O User Defined Functions
* Passing Argument to Functions
O Pass by value mechanism
O Pass by address mechanism

® Practice Session
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Inline functions

Why use inline functions
How to use inline functions
When to use inline functions
Lab session

Presentations and assignment 3

SR WL

2 2 4 i

Structure/Basics of Class

Introduction to structure/Basics of Class
Why need structure/Basics of Class

A simple structure/Basics of Class
Declaring structure/Basics of Class
Syntax of the structure/Basics of Class

declaration

2yl dlhe

Revision and Lab practices
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1. Liang, Y. Daniel. Introduction to Java programming and data structures. Pearson
Education, 2018. &b
2. Deitel, Harvey M., and Paul J. Deitel. "C++ How to Program. How to program kol
series." Prentice Hall 3 (2014) 42.
3. Deitel, Harvey M., and Paul J. Deitel. "Java How to Program (early objects), 9"
edizione." (2012). &b
4. Liang, Y. Daniel. "For Introduction to Programming Using Python." displays 8, no. S5
8(2013)
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Decimal to Binary
Binary to decimal
Decimal to octal

Octal to decimal
Decimal to hexadecimal

Hexadecimal to decimal

Octal to binary

Binary to octal
Hexadecimal to binary
Binary to hexadecimal
Octal to hexadecimal

Hexadecimal to octal

Addition Binary
Binary Subtraction
Binary Multiplication

Binary Division

Sign values
9 and 10 complements

1 and 2 complements

Complements Values Calculation

OR Gate
AND Gate

295 9 ses)lS
Sly> g Jlgw
Silw el

OMazxo bl dvogal

392 9 Gijl:;)LS *

Grol> g shio Z b 0

Jls ol

(b had 15 g Jad) (ygoudo ow)yd Oloydo
Sl dlasl g Koz plweew Jgl Juad

Slae! powmw Josd pg0 Juad

Gl o el Sudlyy Sldas  ogus Juad

126

b aleSs pyle Jood

i sl s ooy oo



NOT Gate
NAND Gate
NOR Gate
(XOR) Gate Exclusive OR
Equivalence (XNOR) Gate
Jot 2 b o] iy Jod
Logical Addition
Logical Multiplication
Logical Negation
Boolean expression
ot 3o AS1gS ik Jusd
Commutative law
Associative law
Distributive law
Rules of Boolean algebra 12 Basic Rules
Je 2 o i piin Juad
s Theorem'DE Morgan
s theorem’Simplification of Boolean algebra using DE Morgan
3yl 5l 38 o5 o
Sum term (Minterm)
Product term (Maxterm)
Sum of product
Product of sum
S w20 Jad
Conversion of Minterm to Maxterm
Conversion of Maxterm to Minterm
Gate-Level Minimization w»3;L Jad
Introduction
Karnaugh Map Method
Method Basic idea and Examples-K
Karnaugh Map SOP Minimizations n23;lgs Jad
variable-Karnaugh Map 2
Variable -Karnaugh Map 3
Karnaugh Map 4 Variable
Karnaugh Map POS Minimizations &3y Juad
variable-Karnaugh Map 2
Variable -Karnaugh Map 3
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Karnaugh Map 4 Variable

ilio S8 S phdyla Juad
Logic Circuits & Types
Combinational Circuit

Subtractor and Adders pa33L Jad

Half adder
Full adder
Subtractor Half
Full Subtractor
encode & decode p233Ls Juad
Encoders
Decoders
Multiplexers
DE multiplexers
(Gl o o (nl123) (ygaudn ylg 4 (o yd
3o Slelu ol
S ” lgsiomo ohn
£ad
Digital System and Binary Numbers
Decimal to Binary
Binary to decimal
Y Y Decimal to octal Jol &an
decimal Octal to
Decimal to hexadecimal
Hexadecimal to decimal Subheading
Conversions
Octal to binary
Binary to octal
Y Y Hexadecimal to binary pgo &an
Binary to hexadecimal
Octal to hexadecimal
Hexadecimal to octal
Binary Arithmetic
Addition Binary
Y Y Binary Subtraction Py Lap
Binary Multiplication
Binary Division
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Complements

Sign values

s Complements’10s & "9
s Complements2s & ’1

Complements Values Calculation

Boolean Algebra and Logic Gates
OR Gate

AND Gate

NOT Gate

NAND Gate

NOR Gate

Exclusive OR (XOR) Gate
Equivalence (XNOR) Gate

Introduction to Boolean Algebra
Logical Addition

Logical Multiplication

Logical Negation

Boolean expression

Laws of Boolean Algebra
Commutative law
Associative law

Distributive law

Rules of Boolean Algebra
Basic Rules 12

Theorems of Boolean Algebra
s Theorem’DE Morgan
Simplification of Boolean

s theorem’algebra using DE Morgan

Canonical and standard form
Sum term (Minterm)
Product term (Maxterm)
Sum of product

Product of sum

129




Conversion
Conversion of Minterm to Maxterm a2 A
Conversion of Maxterm to Minterm
The Karnaugh Map
Map Method Karnaugh

2330
Method Basic idea and Examples-K
Karnaugh Map SOP Minimizations
variable-Karnaugh Map 2 Laa
Variable -Karnaugh Map 3 RERY IR
Karnaugh Map 4 Variable
Karnaugh Map POS Minimizations
variable-Karnaugh Map 2 Lan
Variable -3 Karnaugh Map PRI
Karnaugh Map 4 Variable
Combinational Logic
Logic Circuits & Types

o2l
Combinational Circuits )
Adders of Circuits
Half adder
Full adder Lan
Subtractor RSN
Half Subtractor
Full Subtractor
Encoders
Decoders Lan
Multiplexers R W
DE multiplexers
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1. M Morris Mano and Ciletti, M.D. (2018). Digital design. Upper Saddle River &l
Pearson. Lol
2. Ata Elahi (2017). Computer systems - digital design, fundamentals of computer
architecture an. Springer International Publish. &b
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Slass
Olelw
| . .t
STl
.-t :
® Course Introduction and definition
5 ® Introduction to data Jol €an
® Message
Protocol, standards, Layers, Topologies and
5 9o o
Communications
5 Concept of Layering OSI and TCP/ IP Models Pgw ALAD

Physical Layer Functionalities

Types of links, Types of signals (Analog, digital)

Analog to digital conversion, Representation signals(

Time domain and Frequency domain)

Channels and their capacities, bandwidth and data
5 rates i alin

Transmission media (Guided Media cabling )

Unguided media (wireless propagation, line of sight,
5 delay, noise) Cam dnin

Line coding(unipolar ,Polar , bipolar

Line coding (Manchester, and differential
Manchester)

Modulation and demodulation

FSK

ASK

PSK

. Modulation and demodulation
QPSK

5 Constellation diagram RESEVTY

Switching Techniques (Circuit, Message, Packet)
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Link Layer Functionalities

Error Control (detection and correction)
2 3 5 RERPVETS
Parity check

Two Dimensional parity check

Error Control (detection and correction) CRC
Check summing

2 3 5 a2l dlan
Multiple Access Channel

Channel Partitioning (TDMA, FDMA, CDMA)

Multiple Access Channel
2 3 5 Random Access (ALOHA, Slotted ALOHA, CSMA, e235lg0 alan
CSMA/CD)

Multiple Access Channel

Taking Turns (Token Ring, Master and Slave)
2 3 5 PESJONPVEL

Introduction to Ethernet

2 3 5 Switches (Self Learning, Switch Table) PERHPE VLT
2 3 5 Point to Point Protocols PR )JL) aan
2 3 5 Review and Assessment PES Lo alas
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Stojcev, M. (2005). Data Communications and Networking, Behrouz A. Forouzan,
McGraw-Hill Higher Education, Boston (2003), Softcover, pp. 973, plus XXXIV, ol &b
ISBN 0-07-251584-8.

Kurose, J. F., & Ross, K. W. (2007). Computer Networking A Top-Down

oS gl

Approach Edition. Addision Wesley.
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Java/C++/Python History
Features of Java/C++/Python
Java/C++/Python Compiler
Java/C++/PythonVirtual Machine

Introduction to IDEs
Eclipse/VS code/Netbeans IDE
Installing JDK

Setting up Eclipse/VS Code/ NetBeans IDE

Creating new project

Datatypes and Variables
If-else statement

Switch statement

While statement
Do-while statement

For loop

Create and use of object
Running multiple classes
Primitive type, Reference type

Initializing Object with constructors

Program Modules in Java/C++/Python
Static Methods
Methods with Multiple Parameters

Argument Promotion and Casting
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Control Statements pgw Juad

Objects and Classes )l Jad
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Scope of declaration
Scope and Class
Local Variables
Global Variables
Static Local Variables

Access Modifiers

What is inheritance
Extending a class

Super class

Subclasses

construction in Subclasses
Access the parent's methods
Object creation

Object methods

Getters and setters

Polymorphism Examples
Behavior

Using Interfaces
Interface Enhancements

Methods Overriding

What is Encapsulation
Private Fields
Accessing Private States
this Keyword

Fixing Shadowing

Interfaces

Abstract Classes
Implementing interface
Using Interfaces

Using Abstract Class

Extending Abstract Class

137

Variable scope and classes puicds Juad

Java/C++/Python Inheritance piis |fuad

Java/C++/Python Polymorphism piiud Jad

Java/C++/Python Encapsulation 45 Juad

D Java/C++/Python Abstraction o (Juad



Obejct Oriented Software Analysis and Design 2334 Juad
Requirement Analysis
Identifying potential Classes
Identifying potential Attributes
Identifying potential Methods
Refining the design
Exception and file handling w&3;lgs fad
What is exception handling
Error vs Exception
Handling the exception
Introduction to file handling
Class File
Sequential-Access Text Files
Creating a Sequential-Access Text File
Reading Data from a Sequential-
Access Text File
Case Study A Credit-Inquiry Program
Updating Sequential-Access Files
GUI Components 23w Juad
Introduction to GUI
Install the WindowBuider
Designing the interface

More design component of GUI

(1558 (o (i gidnlipg) (ygouirn g Al (o yd (D

Slasi
Olelw
e lgsicxo aen
20 wye
Introduction to Java/C++/Python
* Java/C++/Python History
*  Features of Java/C++/Python
2 4 * Java/C++/Python Compiler Jol aan

* Java/C++/PythonVirtual Machine
¢ Introduction to IDEs
*  Eclipse/VS code/Netbeans IDE
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First Java Program
¢ Installing JDK
*  Setting up Eclipse/VS Code/ NetBeans IDE

*  Creating new project PERIEVEL
*  Writing simple hello world program

* Finding the error and correcting

*  Running the program

Control Statements

* Datatypes and Variables

* If-else statement

*  Switch statement Pow ALaD

*  While statement
¢ Do-while statement

* Forloop

Objects and Classes

*  Create and use of object

*  Running multiple classes

*  Primitive type, Reference type

* Initializing Object with constructors

ol axan

Methods
*  Program Modules in Java/C++/Python
* Static Methods

*  Methods with Multiple Parameters LS
* Argument Promotion and Casting

*  Scope of declaration

Variable scope and classes

*  Scope and Class

* Local Variables L

* Global Variables A
* Static Local Variables

*  Access Modifiers

Java/C++/Python Inheritance (1)

*  What is inheritance

* Extending a class e A0

*  Super class

*  Subclasses
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*  construction in Subclasses

*  Access the parent's methods

Java/C++/Python Inheritance (2)

¢ Inheritance

*  Object creation e A8
¢  Object methods
*  Getters and setters
Java/C++/Python Polymorphism
*  Polymorphism Examples
* Behavior o
*  Using Interfaces s
* Interface Enhancements
*  Methods Overriding
Java/C++/Python Encapsulation
*  What is Encapsulation
* Private Fields .
ORS A
*  Accessing Private States
* this Keyword
* Fixing Shadowing
Java/C++/Python Abstraction
* Interfaces
*  Abstract Classes
* Implementing interface 203l dlan
¢ Using Interfaces
*  Using Abstract Class
* Extending Abstract Class
Obejct Oriented Software Analysis and Design
* Requirement Analysis
* Identifying potential Classes
p20jlgs Ao
* Identifying potential Attributes
* Identifying potential Methods
*  Refining the design
Exception handling
*  What is exception handling
PN RS PORIE VL

*  Error vs Exception

* Handling the exception
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File handling

* Introduction to file handling
* C(lass File

* Sequential-Access Text Files
2 2 4 * Creating a Sequential-Access Text File 23, dlan
* Reading Data from a Sequential-

*  Access Text File

* Case Study A Credit-Inquiry Program

* Updating Sequential-Access Files

GUI Components

* Introduction to GUI
2 2 4 * Install the WindowBuider RESTHEPUET
* Designing the interface

*  More design component of GUI

Event handling

* Introduction to event handling
* Listener interfaces

2 2 4 * Event handling interface PESTHIVP TS
* Event handling Methods

¢ Methods of Mouse listener

* Key Listeners
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1- Liang, Y. Daniel. Introduction to Java programming and data structures. Pearson
Education, 2018.

2- Deitel, Harvey M., and Paul J. Deitel. "C++ How to Program. How to program

ol b
series." Prentice Hall 3 (2014) 42.

3- Lutz, Mark. Learning python Powerful object-oriented programming. " O'Reilly

Media, Inc.", 2013.
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Deitel, Harvey M., and Paul J. Deitel. "Java How to Program (early objects), 9"
edizione." (2012).

Liang, Y. Daniel. "For Introduction to Programming Using Python." displays 8, no.
8(2013) 8.

Sarcar, Vaskaran. Interactive Object-Oriented Programming in Java Learn and
Test Your Programming Skills. Apress, 2020.

Kendal, Simon. Object oriented programming using Java. Bookboon, 2009.
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Ogeean 3l i g Blaal O
PHP g (o>lb b (B2 @
MySQL s PHP |~ ©
obyeslitnl g )8 e O
oliil 5 IS Lans 3,5 iS5 55l el O
ale Lo 0,90 1381 O
XAMPP
WAMPP
MAMP
LAMP
XAMPP j5 s i O
PHPMyAdmin s XAMPP ¢ Lo L 5l ooliial g s O
PHP )b Slulul o
dlyis s O
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Numeric, string, char, object... ©

Caegh sl u algie O
PHP § 55,0 o Sloglae g Lo JUs!
Postand get ®

b Sos ®
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Is_string()
Strlen()
Strpos()
Stremp()
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- Strip_tag()

- Trim()

. Htmlentities()

- Strtoupercase()
. Strtolowercase()
. Ucfirst()

. Ucwords()

= Shal()

= Md50)-

- Str_word_count()
= Substr()

= -Str_replace()

. Str_ireplace()

OB CliS p yuf g odidd CubdSp gl piSSE O

if byl Olyjgiuws @
switch g else, else-if ©
J sl Jlo gif else Lswitch awslae  ©
Sl sla,lslu glgil o
for geal> L 6,15 Ll ©
While g¢gal> ,L5lu ©
do-while ¢gal> L5l O
Foreach ¢gdl> ,L5Ls  ©
® Array

G S S pplio g Oluolul

o Cand jolic 4y cwyiws

Somd 535 o 5

& Caud 50,5 o)y

two and multidimensional array  gow 3 b g 99 Coud

o 95 ol e epplin g Lol
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G 39 sl S ol ay pwyiws
®  Working with File
O Opening File
O Reading File
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e Cookies

o O O O

o

Writing File
Closing File
Appending File
Uploading File

Set Cookies
Destroying Cookies
Creating Session
Set Session

Destroying Session

® user defined functions

® intro to OOP in php

® Form

o o o o o o O

©)

Elements

Input field

Buttons

Textboxes

Field set

Type

Data input validation

Submit

e Database Review

©c O O O

Basics
Databases
Tables creation, deletion

Queries
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Introduction

Why use PHP and MySQL?

The PHP programm Installing Apache,
PHP and MySQL on your computer
Deciding on Development tools

Using PHP MyAdmin environment

JB‘ L

Overview of PHP

Basic PHP Syntax

The php info() function « Echoing HTML
output to the browser

The importance of comments

Using single and double quotes

- Using loose typed variables
Assigning variables Transferring
information between browser and PHP

GET & POST

Py 48D

Arithmetic operators

Logical operators

Comparisons

Using built-in numeric functions

Incrementing and decrementing

plez aan

- Strings in PHP

- Concatenating strings

- Trimming strings

- Removing slashes and other harmful
character

- Is_string()

- Strlen()

- Strpos()

- Stremp()

- Strip_tag()
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- Trim()

Control structures
If else, else-if
Switch

Loop structures

While

Array in PHP

What is Array

Syntax and declaration
Some operations on arrays

Multi-Dimensional Array

Working with File
Opening File
Reading File
Writing File

State Management
Creating Cookies
Set Cookies
Destroying Cookies
Creating Session

Set Session

intro to OOP in php

Form data processing
Different form field types

Form data input validations

Mam

Database fundamentals
Structuring a database
Using tables

Using PHPmyAdmin
Adding a table

PR FRPVET
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- Getting PHP to connect to MySQL

- Using the mysql_connect() function
p23jlgs alan
- Using the mysql_select_db() function

- Querying MySQL using PHP
- Writing SQL queries

3, e
- Querying MySQL and returning e

results

- Project: Building a Web Application or
CMS REXYPEIRVETY

-  Filter entries

- Introduction to PHP Frameworks

- Laravel, and Symfony S
Presentation and evaluation of student Final
W3S gl o) ples 41 y9,0 9 (g4 @e> prOjects
2oyl dde

Odame WHISEe Jo
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® Beginning PHP and MySQL, 4th Edition, From Novice to Professional, W. ol b

Jason Gilmore, Apress , 2010

® Beginning PHP 6, Apache, MySQL 6 Web Development, Timothy Boronczyk,
Wrox, 2009
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*  Access to Information
*  Person-to-Person Communication
*  Electronic Commerce
*  Entertainment
SFgeS LSl glail pg0 Juad
* Broadband access networks
* mobile and wireless access networks
*  content provider networks
* Transit networks
* Enterprise networks
S U Joo | (5yignpeS sboaseed 5o GGILSS pguw Jad
* Personal area networks
* Local area networks
*  home networks
* metropolitan area networks
*  Wide area networks
* Internetworks
*  Examples of networks (internet, mobile networks and wireless networks(wifi)
oSy gl JSgy b BT ez Jud
*  Design goals
*  Protocol layering

*  Connections and reliability
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Service primitives
The relationship of services to protocols
TCP/IP g OSI g2 0 Jog0 i Juad
The OSI Reference Model
The TCP/IP Reference Model
A Critique of the OSI Model and Protocols
A Critique of the TCP/IP Reference Model and Protocols
standardization il Juad
Standardization and Open Source
Who’s Who in the Telecommunications World
Who’s Who in the International Standards World
Who’s Who in the Internet Standards World
guided transmission media ol Juad
Persistent storage
Twisted pairs
Coaxial cable
Power lines
Fiber optics
Ethernet gjglSS pidad fad
Classic Ethernet Physical Layer
Classic Ethernet MAC Sublayer Protocol
Ethernet Performance
Switched Ethernet
Fast Ethernet
Gigabit Ethernet
10-Gigabit Ethernet
40- and 100-Gigabit Ethernet
TCP/IP Sy mis Juad
The TCP/IP Protocol Stack
The Client-server Model
The Transport Layer
Transmission Control Protocol
User Datagram Protocol
JUSly Jo> 4y 020 Juad
Introduction to transport layer
Transport layer services

TCP and UDP
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Segementation
At iy @h03l b
Bridges, Routers, and Switches
Segmenting LANs
Bridges
Routers and switches types, components, Interface, modes,
Router and switches initial configuration and basic commands
Op,5 Y aojlgs bad
Introduction of Application Layer
Application layer Protocols
Architectural Overview 651
Static Web Objects 659
Dynamic Web Pages and Web Applications 660
HTTP and HTTPS 664
Web Privacy
IPv4 and IPv6 Addressing g a5uus a0 p3jlgs Juad
IP Addressing
The Network/Host Boundary
The IPv4 Address
The IPv4 ranges
Private IPv4 Addresses
Understanding IPv4 Addresses
Basics of Subneeting
NAT and its types
The IPv6 Address
aed ol s RS Juad
Trouble shooting
Checking network connectivity by using (ping, traceroute, ipconfig/all, netstat,)
Testing cable connections
St ool Slwlusl b (GUST p20)lez Juad
Fundamental Security Principles
Fundamental Attack Principles
From Threats to Solutions
Reconnaissance
Sniffing and Snooping (with a Dash of Spoofing)
Spoofing (beyond ARP)

Disruption
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Chapter One Uses Of Computer Networks
*  Access to Information
*  Person-to-Person Communication
3 5 Jol €an
*  Electronic Commerce
* Entertainment
Chapter two types of computer networks
*  Broadband access networks
*  mobile and wireless access networks
3 5 *  content provider networks p9d Ao
* Transit networks
*  Enterprise networks
Chapter three network technology, from local to global
* Personal area networks
* Local area networks
*  home networks
3 5 * metropolitan area networks PYVIREVEY
*  Wide area networks
¢ Internetworks
Examples of networks (internet, mobile networks and
wireless networks(Wi-Fi)
Chapter four Network protocols
*  Design goals
*  Protocol layering
3 5 ¢ Connections and reliability o lez aan

*  Service primitives

*  The relationship of services to protocols
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Chapter five Reference models
*  The OSI Reference Model
*  The TCP/IP Reference Model

* A Critique of the OSI Model and Protocols Py A4
* A Critique of the TCP/IP Reference Model and
Protocols
Chapter six standardization
* Standardization and Open Source
*  Who's Who in the Telecommunications World )
*  Who's Who in the International Standards World i e
*  Who's Who in the Internet Standards World
Chapter seven guided transmission media
* DPersistent storage
¢ Twisted pairs
¢ Coaxial cable ROET VT
* Power lines
*  Fiber optics
Chapter eight Ethernet technology
*  C(lassic Ethernet Physical Layer
*  C(lassic Ethernet MAC Sublayer Protocol
¢ Ethernet Performance
*  Switched Ethernet o
* Fast Ethernet oo
*  Gigabit Ethernet
* 10-Gigabit Ethernet
*  40- and 100-Gigabit Ethernet
Chapter Nine Transport Layer and TCP/IP Protocols
*  The TCP/IP Protocol Stack
¢ The Client-server Model

*  The Transport Layer
* Introduction to transport layer

*  Transport layer services

156




e TCP and UDP
* Segementation
*  Transmission Control Protocol

*  User Datagram Protocol

Chapter Ten Network Devices
. Bridges, Routers, and Switches

* Segmenting LANs

* Bridges
* Routers and switches types, components, RERPIET S
Interface, modes,
* Router and switches initial configuration and
basic commands
Chapter eleven Application layer
¢ Introduction of Application Layer
* Application layer Protocols
*  Architectural Overview 651
*  Static Web Objects 659 a2k alde
*  Dynamic Web Pages and Web Applications 660
* HTTP and HTTPS 664
*  Web Privacy
Chapter Twelfth Network layer and IPv4 & IPv6
Addressing
* IP Addressing
*  The Network/Host Boundary
* ThelPv4 Address
*  TheIPv4 ranges
p20jlgs Ao

*  Private IPv4 Addresses

*  Understanding IPv4 Addresses
*  Basics of Subneeting

* NAT and its types

* ThelPv6 Address
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2 3 5 Ipv4 and ipv6 Addressing cont... RO VT

Chapter Thirteenth Network troubleshooting
*  Trouble shooting
*  Checking network connectivity by using (ping,
traceroute, ipconfig/all, netstat,)

*  Testing cable connections

Chapter fourteenth fundamentals of network security

* Fundamental Security Principles

*  Sniffing and Snooping (with a Dash of Spoofing)
*  Spoofing (beyond ARP)

*  Disruption

2 3 5 RESTHEPUET
* Fundamental Attack Principles )
Chapter fourteenth fundamentals of network security
cont...
*  From Threats to Solutions
* Reconnaissance
2 3 5 PEXTH VTS
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Chapter 1 Introduction

® Data, Information, Data Structures

® Operations on Data Structures

® Algorithms and Algorithms Notations Jol aian

°

Input and Output Statements, Selection Statements, and Looping

Statements

Sub-Algorithms and Types

Chapter 2 Arrays

Introduction

Representation of Linear Array in Memory

Operations (Traversing, Inserting, Deleting) on Linear Arrays
Searching and Sorting Arrays

Two-Dimensional Arrays

Representation of Two-Dimensional Array in Memory

Algebraic Operations on Matrices

Chapter 3 Strings

Introduction

Representation of Strings in Memory

Fixed Length Strings and Variable Length Strings
Linked Strings
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® String Operations

e Computing Length of Strings

e Copying Strings and String Connection

® Extracting Sub-String from String

e Pattern Matching
Insertion, Deletion, and Replacement Operations
Chapter 4 Stacks

e Introduction

® Representation of Stacks

®  Stack Operations (Push and Pop)

® Recursion

e Conditions for Recursive Procedure

® Implementation of Recursive Procedure using Stacks

® Implementation of Stacks in a programming language

Chapter 5 Queues
® Introduction
® Representation of Queues
® Procedure Q-insert
® Procedure Q-delete
® Deques
® Representation of Deque

® Implementation of Queue and Deque in a programming language

Chapter 6 Searching and Sorting

® Searching

® Sequential Search

® Binary Search
Implementation of Searching in C++
Chapter 6 Searching and Sorting

e Sorting

® Bubble Sort

® Selection Sort

® Insertion Sort

® Merge Sort

®  Quick Sort
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Implementation of Searching and Sorting in a programming language
Chapter 7 Linked Lists

¢ Introduction

® DPointer

® Single Linked List

® Representation of Single Linked List in Memory
Operations (Traversing, Insertion, Deletion) of Single Linked List
Chapter 7 Linked Lists

® Double Linked List

® Representation of Double Linked List in Memory

®  Operations (Traversing, Insertion, Deletion) of Double Linked

List

® Implementation of Linked Lists in a Programming Language
Mid-Term Exam
Chapter 8 Trees

® Introduction

® Binary Tree, Full Binary Tree, and Extended Binary Tree

® Complete Binary Tree and Binary Search Tree (BST)

® Constructing Binary Search Tree
Representation of Binary Tree inside Computer
Chapter 8 Trees

® Operation (Insertion, Searching, Deletion) of Binary Tree

® Traversing (Pre-Order, In-Order, Post-Order) Operations

® Implementation of Trees in a Programming Language
Chapter 9 Graphs

® Introduction

® Directed Graph, Undirected Graph, and Weighted Graph

® Degree (Out Degree, In Degree) of Node, Source, and Sink Nodes

e Path and Length of Graph

® Loop Edge, Multiple Edge, Complete Graph, Cycle, and Acycle
Representation of Graph
Chapter 9 Graphs

® Adjacency List, Adjacency Matrix, List vs. Matrices

® Traversing Graph

® Breadth- First Search (BFS)
Depth-First Search (DFS)
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Chapter 10 Hashing

e Hashing Concepts

® (ollision and Collision Resolution

e Hash Function

Memory Representation

Chapter 10 Hashing

® Chained Hashing

® Open Addressing

® Linear Probing

e Double Hashing

Implementation of Hashing in a programming language

® A review on theoretical parts

® Solving issues in practical work

® Projects and semester evaluation

® Presentations by students
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Chapter 1 Introduction
® Data, Information, Data Structures
® Operations on Data Structures
2 3 5 ®  Algorithms and Algorithms Notations Jsl aan
® Input and Output Statements, Selection
Statements, and Looping Statements
Sub-Algorithms and Types
Chapter 2 Arrays
® Introduction
® Representation of Linear Array in Memory
® Operations (Traversing, Inserting, Deleting)
on Linear Arrays
2 3 5 P9 Aihn
® Searching and Sorting Arrays
® Two-Dimensional Arrays
® Representation of Two-Dimensional Array
in Memory
°

Algebraic Operations on Matrices

163



Chapter 3 Strings

Introduction

Representation of Strings in Memory
Fixed Length Strings and Variable Length
Strings

Linked Strings

String Operations

Computing Length of Strings

Copying Strings and String Connection
Extracting Sub-String from String

Pattern Matching

Insertion, Deletion, and Replacement Operations

Py 2D

Chapter 4 Stacks

Introduction

Representation of Stacks

Stack Operations (Push and Pop)
Recursion

Conditions for Recursive Procedure
Implementation of Recursive Procedure

using Stacks

Implementation of Stacks in a programming

language

ol axan

Chapter 5 Queues

® Introduction
® Representation of Queues
® Procedure Q-insert
® Procedure Q-delete RESURVET
® Deques
® Representation of Deque
® Implementation of Queue and Deque in a
programming language
Chapter 6 Searching and Sorting
® Searching o
® Sequential Search s e
°

Binary Search
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Implementation of Searching in C++

Chapter 6 Searching and Sorting
® Sorting
® Bubble Sort

® Selection Sort

® Insertion Sort hn A0
® Merge Sort
®  Quick Sort
Implementation of Searching and Sorting in a
programming language
Chapter 7 Linked Lists
e Introduction
® DPointer
® Single Linked List
® Representation of Single Linked List in
Memory
Operations (Traversing, Insertion, Deletion) of Single
Linked List
Chapter 7 Linked Lists
® Double Linked List
® Representation of Double Linked List in
Memory
® Operations (Traversing, Insertion, Deletion) oo Ao
of Double Linked List
e Implementation of Linked Lists in a
Programming Language
Mid-Term Exam
Chapter 8 Trees
® Introduction
® Binary Tree, Full Binary Tree, and Extended
Binary Tree
2O dlan
e Complete Binary Tree and Binary Search
Tree (BST)
® Constructing Binary Search Tree
Representation of Binary Tree inside Computer
Chapter 8 Trees el dla
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Operation (Insertion, Searching, Deletion) of
Binary Tree

Traversing (Pre-Order, In-Order, Post-
Order) Operations

Implementation of Trees in a Programming

Language

Chapter 9 Graphs

e Introduction
® Directed Graph, Undirected Graph, and
Weighted Graph
® Degree (Out Degree, In Degree) of Node,
RN R VET S
Source, and Sink Nodes
® Path and Length of Graph
® Loop Edge, Multiple Edge, Complete Graph,
Cycle, and Acycle
Representation of Graph
Chapter 9 Graphs
® Adjacency List, Adjacency Matrix, List vs.
Matrices ‘ B
® Traversing Graph e
® Breadth- First Search (BFS)
Depth-First Search (DFS)
Chapter 10 Hashing
® Hashing Concepts
e (Collision and Collision Resolution 23, alan
e Hash Function
Memory Representation
Chapter 10 Hashing
® Chained Hashing
® Open Addressing
® Linear Probing el dla
® Double Hashing
Implementation of Hashing in a programming
language
® A review on theoretical parts 23l A
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® Solving issues in practical work
® Projects and semester evaluation

® Presentations by students
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® Data Structure and Algorithms in C++, (2015). By Adam Drozdek
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Data Structures in C++, 2014. Aikman Series, By Muhammad Aslam and T A Qureshi
Data Structures and Algorithms Made Easy, 2017. By Narsimha Karumanchi o5 2l
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Syllabus (headings and subheadings)

Chapter one Introduction

® Course Overview

® Software and tools

® (isco IOS

® Basic configuration commands

® Remote access configuration

Chapter two Switching

® Switch basic configuration

e VLAN
® Trunk
e STP

® Inter-VLAN Routing

Chapter three Routing

®  Basic Routing configuration

® Static Route and Default route

® Dynamic routing (RIP, EIGRP, OSPF)

e NAT and DHCP
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Course introduction and introducing devices and tools
2 2 4 Jol aian
Internal component of routers
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Standard Cisco 10S configuration (Booting Process, Modes,
Username and Password and password encryption, Banner,

TFTP backup, etc)

£9°

Remote access configuration of IOS on devices Telnet, SSH

(I a

Virtual Local Area Network (VLAN) configuration and VIP

S

-

STP configuration with its special versions
Ether Channel

Port Security

Inter VLAN Routing

Iof

Basic Routing Static Route, Floating Static Route, Static

Default Route

Configuring Routing Information Protocol (RIPv1 and v2)

OSPF basic configuration

BT

More on OSPF Configuring OSPF Network Types, OSPF
Static Neighbors,

Multi-Area OSPF, The OSPF Router-ID, OSPF Timers, Per
Interface OSPF,

OSPF Stub Areas, Configuring OSPF Interface Cost,
Configuring OSPF Auto

Cost Reference Bandwidth, Configuring OSPF Passive
Interface, Configuring

OSPF Maximum Paths, Configuring OSPF Route
Summarization and

Configuring OSPF Default Route Propagation

3

EIGRP Description and basic configuration

More on EIGRP configuration like Configuring EIGRP Split
Horizon, EIGRP

Stub Area Networks, EIGRP Timers, EIGRP Maximum
Paths, EIGRP Passive

Interface, EIGRP Route Summarization and EIGRP Default

Route Propagation

w.lbé

Static Route Redistribution, Mutual OSPF and RIP

Redistribution, Configuring,

o235k
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Mutual OSPF and EIGRP Redistribution, Mutual EIGRP and
RIP Redistribution
Network Address Translation (NAT) and Network Address Lan
? ? ! Translation (NAT) e235lso
Configuring the IOS DHCP Server
Configuring an IOS DHCP Server IP Exclusion Range
Configuring an IP DHCP Helper Address an
2 2 * Configuring the IOS NTP Client, Configuring the IOS NTP pEX o
Server and
Configuring IOS DNS Name Servers
2 2 4 Access Control List
o2,z
The Basics of Internet Protocol Version 6 (IPv6), IPv6 VTS
? ? * Interface Addressing, 2350
Fail over (Route Redundancy) Lan
? ? ! Review and Assesmrnt RERTH I
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Wallace, K. (2015). CCNP routing and switching ROUTE 300-101 official cert
ol gl
guide.
Cisco Press.Odom, W. (2013). CCNA Routing and Switching 200-120 Official Cert
o5 &lio

Guide Library.
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Overview Course Introduction (Source 1 Part 1 (chapter 1 - 6))

Class Organization

Course Introduction
Class policies and organizational Issues

Brainstorming

Overview of database fundamentals

ER Model / Diagrams
Keys and Constraints

ER Model to Relational
SQL DDL and DML Basics

Chapter One The Enhanced Entity—Relationship (EER) Model (Source 1(chapter 4))

Subclasses, Superclasses, and Inheritance

Specialization and Generalization

Constraints and Characteristics of Specialization and Generalization Hierarchies

Modeling of UNION Types Using Categories

A Sample UNIVERSITY EER Schema, Design Choices, and Formal Definitions

Example of Other Notation Representing Specialization and Generalization in UML Class
Diagrams

Data Abstraction, Knowledge Representation, and Ontology Concepts

Chapter Two The Relational Data Model and SQL (Source 1(chapter 5))

Relational Model Concepts
Relational Model Constraints and Relational Database Schemas
Update Operations, Transactions, and Dealing with Constraints

Violations

Chapter Three More SQL Complex Queries, Triggers, Views, and Schema Modification

Source 1 (Chapter 7) & Source 2 (Chapter 30)
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® More Complex SQL Retrieval Queries (source 1)

® Specifying Constraints as Assertions and Actions as Triggers (source 1)

o Views (Virtual Tables) in SQL(source 1)

® Schema Change Statements in SQL (source 1)

® Introduction to Database Security Issues (source 2)

® Discretionary Access Control Based on Granting and Revoking Privileges (source 2)

® Mandatory Access Control and Role-Based Access Control for Multilevel Security (source 2)
Chapter Four Relational Database Design by ER- and EER-to-Relational Mapping (Source 1 (chapter
)

® Relational Database Design Using ER-to-Relational Mapping

® Mapping EER Model Constructs to Relations
Chapter Five Denormalization
(Source 1 (Chapter 14), Source 2(chapter 15))

® Overview of normalization

® The meaning of denormalization.

®  When to denormalize to improve performance

® Introduction of controlled redundancy
Combining one-to-one (1 1) relationships
Duplicating non-key columns in one-to-many (1 *) relationships to reduce joins
Duplicating foreign key columns in one-to-many (1 *) relationships to reduce joins
Duplicating columns in many-to-many (* *) relationships to reduce joins

Introducing repeating groups

c o o O o O

Creating extract tables
O Partitioning tables
Chapter Six Relational Database Design Algorithms and Further Dependencies (Source 1 (Chapter 15))
®  Further Topics in Functional Dependencies Inference Rules, Equivalence, and Minimal Cover
® Properties of Relational Decompositions
® Algorithms for Relational Database Schema Design
e  About Nulls, Dangling Tuples, and Alternative Relational Designs
®  Further Discussion of Multivalued Dependencies and 4NF
®  Other Dependencies and Normal Forms
Chapter Seven File Structures, Hashing, Indexing, and Physical Database Design (Source 1(chapter 16
& 17))
® Introduction (Chapter 16)
® Secondary Storage Devices (Chapter 16)
e Buffering of Blocks (Chapter 16)
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e Placing File Records on Disk (Chapter 16)

® Operations on Files (Chapter 16)

® Files of Unordered Records (Heap Files) (Chapter 16)

® Files of Ordered Records (Sorted Files) (Chapter 16)

e Hashing Techniques (Chapter 16)

®  Other Primary File Organizations (Chapter 16)

® DParallelizing Disk Access Using RAID Technology (Chapter 16)
® Modern Storage Architectures (Chapter 16)

® Types of Single-Level Ordered Indexes (Chapter 17)

e Multilevel Indexes (Chapter 17)

¢ Dynamic Multilevel Indexes Using B-Trees and B+-Trees (Chapter 17)
® Indexes on Multiple Keys (Chapter 17)

®  Other Types of Indexes (Chapter 17)

® Some General Issues Concerning Indexing (Chapter 17)

® Physical Database Design in Relational Databases (Chapter 17)

Chapter Eight Query Processing and Optimization (Source 1 (Chapter 18 & 19))
® Translating SQL Queries into Relational Algebra and Other Operators (Chapter 18)
®  Algorithms for External Sorting (Chapter 18)

e  Algorithms for SELECT Operation (Chapter 18)
® Implementing the JOIN Operation (Chapter 18)
e  Algorithms for PROJECT and Set Operations (Chapter 18)
® Implementing Aggregate Operations and Different Types of JOINs (Chapter 18)
® Combining Operations Using Pipelining (Chapter 18)
® Parallel Algorithms for Query Processing (Chapter 18)
® Query Trees and Heuristics for Query Optimization (Chapter 19)
® Choice of Query Execution Plans (Chapter 19)
® Use of Selectivities in Cost-Based Optimization (Chapter 19)
® Cost Functions for SELECT Operation (Chapter 19)
® Cost Functions for the JOIN Operation (Chapter 19)
e Example to lllustrate Cost-Based Query Optimization (Chapter 19)
® Additional Issues Related to Query Optimization (Chapter 19)
e An Example of Query Optimization in Data Warehouses (Chapter 19)
® Overview of Query Optimization in Oracle (Chapter 19)
® Semantic Query Optimization (Chapter 19)
Chapter Nine Transaction Processing, Concurrency Control, and Recovery (Chapter 20, 21, 22)

® Introduction to Transaction Processing
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Transaction and System Concepts

Desirable Properties of Transactions

Characterizing Schedules Based on Recoverability
Characterizing Schedules Based on Serializability
Transaction Support in SQL

Two-Phase Locking Techniques for Concurrency Control
Concurrency Control Based on Timestamp Ordering
Multiversion Concurrency Control Techniques
Validation (Optimistic) Techniques and Snapshot Isolation Concurrency Control
The Granularity of Data Items and Multiple Granularity
Locking

Using Locks for Concurrency Control in Indexes

Other Concurrency Control Issues

Recovery Concepts

NO-UNDO/REDO Recovery Based on Deferred Update
Recovery Techniques Based on Immediate Update
Shadow Paging

The ARIES Recovery Algorithm

Recovery in Multidatabase Systems

Database Backup and Recovery from Catastrophic Failures
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Overview Course Introduction

Class Organization (Chapter 1 - 6)
Course Introduction

Class Policies and Organizational Issues
Brainstorming EVELY
Fundamental of Database Systems Overview Js!
ER Model / Diagrams
Keys and Constraints

ER Model to Relational
SQL DDL and DML Basics
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The Enhanced Entity—Relationship (EER) Model (Chapter 1)
Subclasses, Superclasses, and Inheritance

Specialization and Generalization

Constraints and Characteristics of Specialization and
Generalization Hierarchies

Modeling of UNION Types Using Categories

A Sample UNIVERSITY EER Schema, Design Choices, and
Formal Definitions

Example of Other Notation Representing Specialization and
Generalization in UML Class Diagrams

Data Abstraction, Knowledge Representation, and Ontology

Concepts

Fs

The Relational Data Model and SQL (Chapter 2)

Relational Model Concepts

Relational Model Constraints and Relational Database Schemas
Update Operations, Transactions, and Dealing with Constraints

Violations

o

More SQL Complex Queries, Triggers, Views, and Schema
Modification (Chapter 3)
More Complex SQL Retrieval Queries

Specifying Constraints as Assertions and Actions as Triggers

el

Source 2

Views (Virtual Tables) in SQL

Schema Change Statements in SQL

Introduction to Database Security Issues

Discretionary Access Control Based on Granting and Revoking
Privileges

Mandatory Access Control and Role-Based Access Control for

Multilevel Security

g

Relational Database Design by ER- and EER-to-Relational
Mapping (Chapter 4)

Relational Database Design Using ER-to-Relational Mapping
Mapping EER Model Constructs to Relations

|

Denormalization (Chapter Five)
Overview of normalization

The meaning of denormalization.

IR
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When to denormalize to improve performance
Introduction of controlled redundancy

Combining one-to-one (1 1) relationships

Duplicating non-key columns in one-to-many (1 *) relationships
to reduce joins

Duplicating foreign key columns in one-to-many (1 *)
relationships to reduce joins

Duplicating columns in many-to-many (* *) relationships to
reduce joins

Introducing repeating groups

Creating extract tables

Partitioning tables

Relational Database Design Algorithms and Further
Dependencies (Chapter Six)
Further Topics in Functional Dependencies Inference Rules,

Equivalence, and Minimal Cover

Properties of Relational Decompositions Lan
Algorithms for Relational Database Schema Design e
About Nulls, Dangling Tuples, and Alternative Relational
Designs
Further Discussion of Multivalued Dependencies and 4NF
Other Dependencies and Normal Forms
File Structures, Hashing, Indexing, and Physical Database
Design (Chapter Seven)
Introduction
Secondary Storage Devices
Buffering of Blocks Lan
Placing File Records on Disk P
Operations on Files
Files of Unordered Records (Heap Files)
Files of Ordered Records (Sorted Files)
Hashing Techniques
Chapter Seven Continue
Other Primary File Organizations B
EVErS
Parallelizing Disk Access Using RAID Technology
PR

Modern Storage Architectures

Introduction to indexes
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Types of Single-Level Ordered Indexes (Chapter Seven)
Multilevel Indexes

Dynamic Multilevel Indexes Using B-Trees and B+-Trees
Indexes on Multiple Keys

Other Types of Indexes

Some General Issues Concerning Indexing

Physical Database Design in Relational Databases

o235k

Query Processing and Optimization (Chapter Eight)
Translating SQL Queries into Relational Algebra and Other
Operators

Algorithms for External Sorting

Algorithms for SELECT Operation

Implementing the JOIN Operation

Algorithms for PROJECT and Set Operations

Implementing Aggregate Operations and Different Types of
JOINs

Combining Operations Using Pipelining

Parallel Algorithms for Query Processing

p.am)'lso

Query Trees and Heuristics for Query Optimization (Chapter
Eight)

Choice of Query Execution Plans

Use of Selectivity’s in Cost-Based Optimization

Cost Functions for SELECT Operation

Cost Functions for the JOIN Operation

Example to Illustrate Cost-Based Query Optimization
Additional Issues Related to Query Optimization

An Example of Query Optimization in Data Warehouses
Overview of Query Optimization in Oracle

Semantic Query Optimization

[t

Transaction Processing, Concurrency Control, and Recovery
(chapter Nine)

Introduction to Transaction Processing

Transaction and System Concepts

Desirable Properties of Transactions

Characterizing Schedules Based on Recoverability
Characterizing Schedules Based on Serializability

Transaction Support in SQL

o2k
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Concurrency Control Techniques (Chapter Nine)
Two-Phase Locking Techniques for Concurrency Control
Concurrency Control Based on Timestamp Ordering

Mult version Concurrency Control Techniques

Validation (Optimistic) Techniques and Snapshot Isolation
Concurrency Control

The Granularity of Data Items and Multiple Granularity
Locking

Using Locks for Concurrency Control in Indexes

Other Concurrency Control Issues

NS

Database Recovery Techniques (Chapter Nine)
Recovery Concepts

NO-UNDO/REDO Recovery Based on Deferred Update
Recovery Techniques Based on Immediate Update
Shadow Paging

The ARIES Recovery Algorithm

Recovery in Multidata base Systems

Database Backup and Recovery from Catastrophic Failures
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Elmasri, R., & Navathe, S. (2017). Fundamentals of Database Systems. (7th, Ed.)
New York Pearson.
Connolly, T., & Begg, C. (2015). Database Systems (A Practical Approach to
Design, Implementation, and Management). (6th, Ed.) New York

Pearson.
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Connolly, T., & Begg, C. (2004). Database Solutions (A step-by-step guide to

building databases). New York Pearson.
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2 2 4 Introduction and definition Jol €an

The Linux Environment command Line and basic
2 2 4 pgo dla

commands

The Linux Environment Command Line and
2 2 4 Pow ALaD

advanced command
2 2 4 Linux system Utilities ol aan
2 2 4 Using different editors RE SR WL
2 2 4 Process In Linux and I/O PR VET
2 2 4 Introduction to Shell Scripting RUEL VT
2 2 4 Advanced Shell scripting e da
2 2 4 Networking Basics with Linux RESEVELY
2 2 4 Anonymous and Named Pipes PEXP VLS
2 2 4 Advanced Networking with Linux(DNS,DHCP ) el dlan
2 2 4 Configuring web server and Email server on Linux p20jlgs Ao
2 2 4 Linux Firewall (Iptales etc) RO 0D
2 2 4 Linux Firewall (Iptables ) 23, dlan
2 2 4 Routing With Linux 23l dlan
2 2 4 Review and assessment. 235l alen
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Subject Headings
O Introduction to Wireless Networks
O 802.11 Standards
0 Contention based and Contention free protocols
O Radio Frequency fundamentals
O Components of RF communication
O Antenna Concepts
O Spread Spectrum Technologies
O Introduction to Radio waves
O  Outdoor Propagation Models
o

Multiple Division Access Techniques
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Multiple Division Access Techniques

Introduction to Cellular Communications

Cellular concept
Frequency reuse
Satellite Systems

Course wrap-up
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200
Introduction to the course
O Overview of Wireless Network
o WLAN, WPAN, WWAN, WMAN
2 4 Jol aian
O 802.11 Standards
O History, applications of Wireless Networks,
Pros and Cons
O Roles of Standard Organizations Wi-Fi
Alliance, ITU, IEEE
2 4 O 802.11 service set pgd Ao
O 802.11, 802.16 Architecture and Frame
Structure
O Inter-frame Spacing
SIFS, DIFS, PIFS
2 4 Pow ALAD
O Contention based protocols
Pure ALOHA,
O ALOHA, Slotted ALOHA
2 4 O Medium access, CSMA/CA, CSMA/CD oylaz diin
O Radio Frequency Fundamentals
O Radio Frequency Characteristics
2 4 O Radio Frequency Behavior e dan
Scattering, Diffraction, Refraction,
Absorption, Multipath loss
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0 Components of RF communication
Transmitter, Receiver
O  Units of Measurement ROVIPVEY.S
dB, dBm, dBi, dBd
O Link Budget
O Antenna Concepts
Azimuth, Elevation, Beam width
O Antennae types
O Line of Sight, Fresnel Zone ROTLEVET
O Antennae Polarization
O MIMO Antennas
O Antennae accessories
O Spread Spectrum Technologies
DHSS, FHSS, OFDM
O Multiple Access
O ISM Bands
O Introduction to Radio waves
O Types of Radio waves
O Propagation mechanisms
O Free Space Propagation
O Ground wave propagation
O Outdoor Propagation Models
O Slow fading, fast fading o2 i
O Doppler Shift
O Multiple Division Access Techniques
el alan
FDMA, TDMA, CDMA, SDMA
O Modulation techniques
p2ojlgs Ao
AM, FM, FSK, PSK, QPSK, QAM
O Introduction to Cellular Communications
O Mobile Technologies Evolution
AMPS, GSM, GPRS, EDGE, HSPA, LTE
O Components of a Cellular Mobile Network
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O Handoff parameters and Technologies
O Cellular concept
O Cellarea
2 ! O Signal strength, Cell Parameters PRz e
O Cell capacity
O Frequency reuse
O Clustering
2 4 O Co-channel Interference RESTHEPUET
O Cell splitting
O Cell sectoring
O Satellite Systems
O Types of Satellite systems
O Satellite system Architecture
2 4 PERTH VTS
O Location Based Technologies
O Global Navigation Satellite Systems
GPS, GLONAS, GALILEO
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Weekly Teaching Plan
Weekly teaching
Weeks Content Theory | Practical
hours
Chapter one heading
First week ® Course Origination and Setting up 5 3 2
Python Environment
Second week Python Data types and Operations 5 3 2
Third week Conditional Statements 5 3 2
Fourth week Control Structures 5 3 2
Regular Expression and Exceptions
Fifth week 5 3 2
Sixth week File Operations 5 3 2
oor
Seventh week 5 3 2
Package and Module
Eighth week 5 3 2
Ninth week Web Development with Python 5 3 2
Automation of Network Tasks with
Tenth week 5 3 2
Python
Eleventh week | GUI Programming with Tkinter 5 3 2
Twelfth week GUI Programming with Tkinter 5 3 2
Thirteenth week | Thread and IPC 5 3 2
Fourteenth week | Transport Layer Protocols 5 3 2
Fifteenth week | NetAddr and IPAddress modules 5 3 2
Sixteenth week | Review and Assesment 5 3 2
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Y Skl 3
10 Quiz -1 4
Quiz - 1I 5
Lab Manual 6
v Presentation 7
20 Mid-Term 8
50 Final Term 9

Chapter one routing protocols in IPV6

RIPng for IPv6

A Note on IGRP and EIGRP v6
Open Shortest Path First v3
Link States and Shortest Paths
What OSPF v3 Can Do

Chapter two OSPF types of router and areas

OSPF Router Types and Areas

Non-backbone, Non-stub Areas

OSPF Designated Router and Backup Designated
Router

OSPF Packets

Chapter thrid BGP

BGP as a Routing Protocol
Configuring BGP

The Power of Routing Policy
BGP in the Internet

EGP in the Early Internet

The Birth of BGP

BGP as a Path-Vector Protocol
IBPG and EBGP

EGP in the Early Internet

The Birth of BGP
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BGP as a Path-Vector Protocol
IBPG and EBGP

IGP Next Hops and BGP Next Hops
BGP and the IGP

Other Types of BGP

BGP Attributes

BGP and Routing Policy

BGP Scaling

BGP Message Types

BGP Message Formats

The Open Message

Chapter fourth FHRP Protocol

Layer-3 Redundancy Protocol

Theory of Layer-3 Redundancy Protocol
Concept about FHRP

HSRP concept

Theory of HSRP

Design of HSRP

Configuration of HSRP

Implementation of HSRP

VRRP concepts

Theory of VRRP

Implementation of VRRP

Configuration of VRRP

Advantage of VRRP

Stand for Gate-way Load-Balance protocol
Theory of GLBP

Implementation of GLBP

Configuration of GLBP

Compression between HSRP, VRRP, GLBP

Chapter fourth IP SWITCHING AND VPNs

MPLS and IP Switching
Converging What

Fast Packet Switching

Frame Relay

Asynchronous Transfer Mode

Why Converge on TCP/IP?
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Chapter seventh MPLS

Basic MPLS Terminology
Signaling and MPLS

Label Stacking

MPLS and VPNs

MPLS Tables

Configuring MPLS Using Static LSPS
The Ingress Router

The Transit Routers

The Egress Router
Traceroute and LSPs

PPTP for Privacy

Types of VPNs

Security and VPNs

VPNs and Protocols

PPTP

L2TP

PPTP and L2TP Compared
Types of MPLS-Based VPNs
Layer 3 VPNs

Layer 2 VPNs

Chapter eighth VPLS An MPLS-Based L2VPN

Router-by-Router VPLS Configuration
P Router (P9)

CE6 Router

Does it Really Work?

Chapter ninth Simple Network Management Protocol

SNMP Capabilities

The SNMP Model

The Private MIB

SNMP Operation
SNMPv2 Enhancements
SNMPv3

194



(A8 iy (5 Y gunnS (SLOASLD) (ygamdio Hlg D (o yd (3D

KIR¥Y)

3 Olelw ‘
e | gl g0 Lo
209 e

Introduction and definition
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2 2 4 Point to Point and WAN Connection PEREVELY
2 2 4 Route Redistribution in Routing Protocols Pow ALad
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2 2 4 Routing Protocols with IPv6 RE SR WL

Autonomous Systems (AS)

2 2 4 Border Gateway Protocol (BGP) Attributes RONVET S
Description
2 2 4 Border Gateway Protocol (BGP) Configuration POET VT
2 2 4 Concept and Configuration of VOIP e dan
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2 4 Introduction and definition Jol in
The Linux Environment command Line and basic
2 4 pgd Ao
commands
The Linux Environment Command Line and
2 ! g 4180
advanced command
2 4 Linux system Utilities oylez aan
2 4 Using different editors Py A
2 4 Process In Linux and I/O PR VET
2 4 Introduction to Shell Scripting ROEL VP T
2 4 Advanced Shell scripting PSR VET S
2 4 Networking Basics with Linux o Ao
2 4 Anonymous and Named Pipes RS Ao
2 4 Advanced Networking with Linux(DNS,DHCP ) el alan
2 4 Configuring web server and Email server on Linux p2ojlgs Ao
2 4 Linux Firewall (Iptales etc) PESTONIP VT
2 4 Linux Firewall (Iptables ) 23, dln
2 4 Routing With Linux 235l ala
2 4 Review and assessment. 235l A
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Introduction and definition
The Linux Environment Command Line and basic commands
Using different editors
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The Linux Environment command Line and basic

commands

'ajé a0

The Linux Environment Command Line and advanced

command

Py 2D

Linux system Utilities

ol aan

Using different editors

Process In Linux and I/O

Introduction to Shell Scripting

Advanced Shell scripting

R TS

Networking Basics with Linux

Anonymous and Named Pipes

(@am

Advanced Networking with Linux(DNS,DHCP )

ek

Configuring web server and Email server on Linux

RERY IR

Linux Firewall (Iptales etc)

(o

Linux Firewall (Iptables )

o2,z

Routing With Linux

25k
Review and assessment.

R W
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Chapter one Overview

Computer Security Concepts
Threats, Attacks, Assets
Fundamental Security Design Principles

Attack Surfaces

Chapter two Cryptographic Tools

Cryptography
Cryptosystem
Components of a Cryptosystem

Types of Cryptosystems

Various Crypto graph algorithms(Caesar Cipher,Monoalphabetic and Polyalphabetic

Cipher,Playfair Cipher,Vigenere Cipher,Transposition Cipher)

Modern Symmetric Key Encryption
Feistel Block Cipher
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® Steganography with Stepic

® Data Encryption Standard

e DESRSA

e Confidentiality with Symmetric Encryption
® Message Authentication and Hash Functions
® Public-Key Encryption

e Digital Signatures and Key Management

® Encrypting and decrypting information with pycryptodome

Chapter three Network Attack
® Types of network attack
® Session Highjacking DNS
Man in the Middle Attack (MIM) o DNS Poisoning
e Web Attacks
® Identifying Server Vulnerabilities in Web Applications
® Technical requirements Understanding vulnerabilities in web applications with OWASP

® Analysing and discovering vulnerabilities in CMS web applications

Chapter Four User Authentication

® Electronic User Authentication Principles

® Password-Based Authentication

® Token-Based Authentication

® Biometric Authentication

® Remote User Authentication
Chapter five Access Controls

® Access Control Principles

® Subjects, Objects, and Access Rights

® Discretionary Access Control

® Role-Based Access Control

e Attribute-Based Access Control
Chapter Six Database Security

® The Need for Database Security

® SQL Injection Attacks

® Database Access Control

® Database Encryption

Chapter Seven Cloud Security
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Cloud Computing
Cloud Security Risks and Countermeasures
Data Protection in the Cloud

Cloud Security as a Service

Chapter Eight Software Security

Software Security Issues
Handling Program Input
Writing Safe Program Code
Handling Program Output

Chapter Nine IT Security Management

Organizational Context and Security Policy
Security Risk Assessment

IT Security Management Implementation
Security Controls

IT Security Plan

Implementation of Controls

Chapter Ten Spoofing

IP Address Spoofing
Sequence Number Spoofing

Port Scanning Spoofs

Ogeudo Jlgaiin (M
Slasi
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20 wye
Chapter one Overview
e Computer Security Concepts
® Threats, Attacks, Assets
2 3 5 Jsl aian
® Fundamental Security Design
Principles
e Attack Surfaces
Chapter two Cryptographic Tools
e Cryptography
2 3 5 Py Alan
® Cryptosystem
e Components of a Cryptosystem
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Types of Cryptosystems

Various Crypto graph
algorithms(Caesar
Cipher,Monoalphabetic and
Polyalphabetic Cipher,Playfair
Cipher,Vigenere

Cipher, Transposition Cipher)
Confidentiality with Symmetric

Encryption

Py 2D

Message Authentication and Hash
Functions

Encrypting and decrypting
information with pycryptodome
Public-Key Encryption

Digital Signatures and Key

Management

ol aan

Network Attack

Types of network attack

Session Highjacking DNS

Man in the Middle Attack (MIM) o
DNS Poisoning

Web Attacks

Identifying Server Vulnerabilities in
Web Applications

Technical requirements
Understanding vulnerabilities in web
applications with OWASP

Analysing and discovering
vulnerabilities in CMS web

applications

User Authentication
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® FElectronic User Authentication
Principles

® Password-Based Authentication

® Token-Based Authentication

® Biometric Authentication

Remote User Authentication

Access Controls

® Access Control Principles

® Subjects, Objects, and Access Rights

i AlAs

® Discretionary Access Control
® Role-Based Access Control

Attribute-Based Access Control

Database Security
® The Need for Database Security
SQL Injection Attacks

p.ama\;&:.oo

® Database Access Control

Database Encryption

a3l alde

Chapter seven Cloud Security
® (Cloud Computing
® (loud Security Risks and
Countermeasures
® Data Protection in the Cloud

Cloud Security as a Service

RO NPT Y

Chapter eight Software Security
® Software Security Issues

e Handling Program Input

PN RJUOWIELEL )

® Writing Safe Program Code
® Handling Program Output

o2l aan

Chapter nine IT Security Management

® Organizational Context and Security

Policy
® Security Risk Assessment
® [T Security Management

Implementation

2oyl de

® Security Controls

® [T Security Plan

23l A
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® Implementation of Controls
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Computer Security Principles and Practice, 2015, 3rd Edition, by William Stallings and

Lawrie Brown

® Stamp, Mark. Information security principles and practice. John Wiley & Sons,
2011

® Forouzan, Behrouz A., and Debdeep Mukhopadhyay. Cryptography and
network security. Mc Graw Hill Education (India) Private Limited, 2015.

® Stamp, Mark. Information security principles and practice. John Wiley & Sons,
2011.
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Chapter 1 Computing Paradigms
e High-Performance Computing
® Parallel Computing
e Distributed Computing
® (Cluster Computing
® Grid Computing
® (Cloud Computing
® Biocomputing
Chapter 2 Cloud Computing Fundamentals
® The Need for Cloud Computing
® Principles of Cloud computing
® (Cloud Deployment Models
® Cloud Ecosystem
® Requirements for Cloud Services
® (loud Application
® Benefits and Drawbacks
Chapter 3 Cloud Computing Architecture and Management
® (loud Architecture
e Network Connectivity in Cloud Computing
®  Public Cloud Access Networking
® Private Cloud Access Networking
® Inter cloud Networking for Public Cloud Services

Chapter 4 Cloud Deployment Models
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Private Cloud (Characteristics, Suitability On-Premise Private Cloud, Issues, Outsourced Private
Cloud, Issues, Advantages, Disadvantages)
Public Cloud (Characteristics, Suitability, Issues, Advantages, Disadvantages, Community Cloud,

Characteristics)

Chapter 5 Cloud Service Models

Infrastructure as a Service (Characteristics of IaaS, Suitability of IaaS, Pros and Cons of laaS,
Summary of laaS Providers)

Platform as a Service (Characteristics of PaaS, Suitability of PaaS, Pros and Cons of PaaS, Summary
of PaaS Providers)

Software as a Service (Characteristics of SaaS, Suitability of SaaS, Pros and Cons of SaaS)

Chapter 6 Technological Drivers for Cloud Computing

SOA and Cloud

SOA and SOC

Technologies Used by SOA

Similarities and Differences between SOA and Cloud Computing
How SOA Meets Cloud Computing

Virtualization

Types of Virtualization

Chapter 7 Virtualization

Virtualization Opportunities (Processor Virtualization, Memory Virtualization, Storage
Virtualization, Network Virtualization, Data Virtualization, Application Virtualization)
Approaches to Virtualization (Full Virtualization, Par virtualization, Hardware-Assisted
Virtualization)

Hypervisors

Types of Hypervisors (Security Issues and Recommendations)

Chapter 8 Networking for Cloud Computing

Overview of Data Centre Environment
Architecture of Classical Data Centres
Physical Organization

Storage and Networking Infrastructure
Cooling Infrastructure

Nature of Traffic in Data Centres
Networking Issues in Data Centres
Availability

Poor Network Performance
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®  Security

Chapter 11 Cloud Service Providers

® (loud Service Providers (Google Cloud Platform, Amazon Web Services, Microsoft Windows

Azure, SharePoint, IBM)

Jgasan o yd M

Slass
o | G | el Ol pi0 aoan
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Computing Paradigm
e High-Performance Computing
2 2 4 Jol aan
® Parallel Computing
® Distributed Computing
Computing Paradigm
®  (Cluster Computing
2 2 4 ® Grid Computing 09O diad
® (Cloud Computing
® Biocomputing
Cloud Computing Fundamentals
® The Need for Cloud Computing .
2 2 4 g oA
® Principles of Cloud computing
® (Cloud Deployment Models
Cloud Computing Fundamentals
® C(Cloud Ecosystem
2 2 4 ® Requirements for Cloud Services piles aen
® C(Cloud Application
Benefits and Drawbacks
Cloud Computing Architecture and Management
® (loud Architecture
2 2 4 e Network Connectivity in Cloud Ry D
Computing
®  Public Cloud Access Networking
Cloud Computing Architecture and Management
® Private Cloud Access Networking o
2 2 4 POWIVPLET
® Inter cloud Networking for Public
Cloud Services
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Cloud Deployment Models
® Private Cloud (Characteristics, Suitability
On-Premise Private Cloud, Issues,

Outsourced Private Cloud, Issues,

Advantages, Disadvantages) A
®  Public Cloud (Characteristics, Suitability,
Issues, Advantages, Disadvantages,
Community Cloud, Characteristics)
Cloud Service Models
® Infrastructure as a Service (Characteristics of
IaaS, Suitability of IaaS, Pros and Cons of
IaaS, Summary of IaaS Providers)
® Platform as a Service (Characteristics of )
PaaS, Suitability of PaaS, Pros and Cons of
PaaS, Summary of PaaS Providers)
® Software as a Service (Characteristics of
SaaS, Suitability of SaaS, Pros and Cons of
SaaS)
Technological Drivers for Cloud Computing
e SOA and Cloud
® SOA and SOC
® Technologies Used by SOA PR L
® Similarities and Differences between SOA
and Cloud Computing
o How SOA Meets Cloud Computing
Technological Drivers for Cloud Computing
e Virtualization P RPVT]
® Types of Virtualization
Virtualization
® Virtualization Opportunities (Processor
Virtualization, Memory Virtualization,
peojl dde

Storage Virtualization, Network
Virtualization, Data Virtualization,

Application Virtualization)
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® Approaches to  Virtualization (Full
Virtualization, Par virtualization,

Hardware-Assisted Virtualization)

Virtualization

® Hypervisors

2 2 4 o 03)lgs ain

® Types of Hypervisors (Security Issues and

Recommendations)

Networking for Cloud Computing
® Overview of Data Centre Environment

® Architecture of Classical Data Centres

2 2 4 DO s A8D

® Physical Organization
® Storage and Networking Infrastructure

® Cooling Infrastructure

Networking for Cloud Computing
® Nature of Traffic in Data Centres

o Networking Issues in Data Centres

2 2 4 a2 e s

®  Availability
® Poor Network Performance

® Security

Cloud Service Providers

® C(Cloud Service Providers (Google Cloud

2 2 4 o 0oyl Alan

Platform, Amazon Web Services, Microsoft

Windows Azure, SharePoint, IBM)
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Syllabus (headings and subheadings)
Chapter one Propagation Models
® Large Scale (Path loss) Model
® Small Scale
Chapter two Cellular Networks Design
® Channel Reuse and Reuse Factor
® Channel Assignment
Chapter three Modulation and Multiple Access
® Analog Modulation
e Digital Modulation
e FHSS, DSSS
® Competitive and None-Competitive Multiple Access Schemes

Chapter four Cellular Network Generation

e GSM
e UTMS
e 4G

e 5G
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Chapter one Propagation Model
® Course Policy Description
\ Y Jol €an
® Introduction to Wireless Communication
® Introduction to Antennas
Chapter one Propagation Model
® Introduction to Large Scale Model
\ v ®  What is Path loss EWEYS
® Free Space Model Py
o Two-Ray Ground Model
e Hata Model
Chapter one Propagation Model
\ Y e Shadowing
. (I
® Introduction to Small Scale Model
Chapter one Propagation Model EVET S
\ Y
® Small Scale Model Multipath and Movement ol
Chapter two Cellular Design
® Reuse Factor EVEEY
\ Y
® User Capacity (O,
® Bit Capacity
Chapter two Cellular Design
\ Y e Channel Assignment B
e Cell Splitting, Sectoring, FCA
Chapter two Cellular Design aan
\ Y
® Introduction to Simulation Tools NS2, NS3, OPNET RETY
Chapter three Modulation and Multiple Access
\ Y ® Review on Analog Modulation AM, FM, PM )
® Review on Digital Modulation ASK, FSK, PSK
Chapter three Modulation and Multiple Access
\ ¥ ol 8

e QAM
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e MSK

e TFHSS
e DSSS
e (OFDM

Chapter three Modulation and Multiple Access
® Introduction to Multiple Access

® None-Competitive Schemes

e FDMA Lan
e TDMA PN
e FHMA
e CDMA
e OFDMA
Chapter three Modulation and Chapter four Cellular
Network Generation
ek
® (GSM Architecture and Characteristics
Chapter three Modulation and Chapter four Cellular
Network Generation aan
®  GSM Architecture and Characteristics PRI
e (UTMS) 3G Architecture and Characteristics
e (UTMS) 3G Architecture and Characteristics alan
e (LTE) 4G Architecture and Characteristics RS s
® (LTE) 4G Architecture and Characteristics
NS
® (LTE) 5G Architecture and Characteristics
ek
® Introductionto 6 G
R W
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Chapter one Introduction

e  About MikroTik
®  What is RouterOS
o  WinBox and MAC-WinBox
®  WebFig and Quick Set
e Null Modem cable
e SSH and Telnet

2 4 Jol aian
e New terminal in WinBox/WebFig
® RouterOS CLI principles
e Command history and its benefits
® Initial configuration (Internet access)
e WAN DHCP-client
® LANIP address and default gateway
® RouterOS license levels

Chapter one Introduction

® Basic Firewall - NAT masquerade
e Upgrading RouterOS
® Package types
®  Ways of upgrading
® RouterBOOT firmware upgrade

2 4 pgo Ao
® Manage RouterOS logins
® Manage RouterOS services
® Managing configuration backups
® Resetting a RouterOS device
® Reinstalling a RouterOS device

(Netinstall)

® Chapter two DHCP and Bridge

2 4 ® DHCP server and client PYWIRUEL S
e DHCP client
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o DHCP server setup

® [eases management

® DHCP server network configuration
® Address Resolution Protocol (ARP)
® ARP modes

® RouterOS ARP table

Chapter two DHCP and Bridge
® Address Resolution Protocol (ARP)
® ARP modes
® RouterOS ARP table

ol axan

Chapter two DHCP and Bridge
® Bridging overview

® Bridge concepts and settings

® (Creating bridges RE R WL
® Adding ports to bridges
® DBridge wireless networks
® Station bridge
Chapter three Routing
® Routing concepts
® Route flags
e  Static routing POVIVIEVET
® (Creating routes
®  Setting default route
® Managing dynamic routes
Chapter three Routing
® Managing dynamic routes
Chapter four Wireless Network
® Frequencies (bands, channels) data-
rates [ chains (tx power,
® rx sensitivity, country regulations) ) ‘
®  Setup a simple wireless link A
®  Access Point configuration
e Station configuration
®  Wireless Security and Encryption
Chapter four Wireless Network

® Access List
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Connect List

Default Authenticate
Default Forward
WPA-PSK, WPA2-PSK
WPS accept, WPS client
Monitoring Tools
Snooper

Registration table

Chapter five Firewall

® Firewall principles
® Connection tracking and states
® Structure, chains and actions RERPVET S
®  Firewall Filter in action
e  Filter actions
® Protecting your router (input)
Chapter five Firewall
® Protection your customers (forward)
® Basic Address-List
® Source NAT
el i
® Masquerade and src-nat action
® Destination NAT
® dst-nat and redirect actions
® TFastTrack
Chapter six QOS
e Simple Queue
® Target
® Destinations
® Max-limit and limit-at
p20jlgs Ao
® Bursting
®  One Simple queue for the whole
network (PCQ)
® pcq-rate configuration
® pcq-limit configuration
Chapter seven MISK
® RouterOS tools RO 40D
® E-mail
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Netwatch
Ping
Traceroute

Profiler (CPU load)

Chapter seven MISK

®  Monitoring
® Interface traffic monitor
® Torch 23, din
® Graphs
e SNMP
® The Dude
Chapter Eight Tunneling
® PPP settings
e [P pool
® Managing ranges RESTHEPUET
® Assigning to a service
®  Secure local network
® PPPoE service-name
Chapter seven Tunneling
® PPPOE client
® PPPoE server
® Point-to-point addresses
® Secure remote networks el aan
communication
® PPTP client and PPTP server (Quick
Set)
e SSTP client
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Modern Network Security Threats
Fundamental Principles of a Secure Network

Viruses, Worms and Trojan Horses
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Attack Methodologies, Network Foundation Protection

Securing Network Devices

Securing Device Access

Assigning Administrative Roles
Monitoring and Managing Devices
Using Automated Security Features
Authentication, Authorization and Accounting
Propose of AAA

Local AAA Authentications
Server-based AAA

Implementing Firewall Technologies
Access Control Lists

Firewall Technologies

Standard and Extended ACLs

Context-based Access Control

CBAC Characteristics, Operation, Configuration and Verification

Zone-based Policy Firewall

Zone-based Policy Firewall Operation, Configuration and Verifying

Implementing Intrusion Prevention Systems, IPS Technologies

IDS and IPS Characteristics

Host-based and Network-based IPS Implementation

IPS Signatures

IPS Signature alarms
Implementing IPS
Verify and Monitor IPS
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Modern Network Security Threats
Fundamental Principles of a Secure Network

Viruses, Worms and Trojan Horses VY-S
5

Attack Methodologies, Network Foundation Protection Pow

Securing Network Devices EVEYY
5

Securing Device Access ol

Assigning Administrative Roles EVETS
5

Monitoring and Managing Devices pE v

Using Automated Security Features EVEYY
5

Authentication, Authorization and Accounting ROV

Purpose of AAA Lan
5

Local AAA Authentications s

Server-based AAA EVETY
5

Implementing Firewall Technologies RO

Access Control Lists

Firewall Technologies

Standard and Extended ACLs aan
5
Context-based Access Control PR
CBAC Characteristics, Operation, Configuration and
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235k

Zone-based Policy Firewall
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Zone-based Policy Firewall Operation,

Configuration and Verifying

RERY PR
Implementing Intrusion Prevention Systems, IPS Technologies
IDS and IPS Characteristics Lan
Host-based and Network-based IPS Implementation PRI
Implementing IPS EVEY.S
Verify and Monitor IPS PR PES
VPN (Virtual Private Network)
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Introduction to the course, and project topic selection
2 0 2 Jsl i
starts
Brainstorming for listing suitable topics that might be
2 0 2 pgs diin
appropriate for a project
Guidelines and discussion about how to select a good
2 0 2 o diin
topic
2 0 2 Introduction to requirements and timing ol aan
2 0 2 Formatting of documents and structure RE SR WL
Comparison of project based topics and research based
2 0 2 RO VTS
topics
Discussing about students suggested topics and
2 0 2 s Ao
supervisor selection
2 0 2 Introduction to research methodology i A
Foundations of Research Meaning, Objectives,
2 0 2 RESPIET Y
Motivation, Utility
2 0 2 Problem Identification & Formulation PEXP VLS
Research Design Concept and Importance in
2 0 2 203l dlan
Research
2 0 2 Qualitative and Quantitative Research p20jlgs o
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2 0 2 Data Analysis Data Preparation 23, lg> dlan
2 0 2 Interpretation of Data and Paper Writing 23l ala
2 0 2 Use of tools / techniques for Research 23l A
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Introduction of Python Jql aé

1.1 Why Python
1.1.1 Drawbacks of Python
1.2 History of Python
1.3 Major features of Python
1.3.1 What is new in upcoming Python 3.8
1.4 Market demand
1.5 Why Python in mobile app development?
1.6 Python versions
1.7 Architecture of python application
1.8 System requirement
1.9 Installation of python in various platform Installation in windows Installation in Linux Installation in
Mac
1.10 Creating First Hello World app
1.10.1 Basic operations in python prompt
1.11 Anatomy of Python program
1.12 IDLE
1.13 User input
1.14 Installing external modules using pip
Python Basics pgd Jad
2.1 Variables
2.2 Data types 2.2.1
Booleans 2.2.2
Integer
2.2.3 Float
2.2.4 String
2.2.5 None
2.3 Block indentation

2.4 Math calculations
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2.5 Operators

2.6 String operations

2.7 Indexing

2.8 Slicing

2.9 Concatenation

2.10 Single-line and multiline comments
2.11 Functions

2.11.1 Built-in functions

2.11.2 User-defined functions
2.11.3 Function with argument
2.11.4 Flow of execution
2.11.5 Default values

2.12 Return value

2.13 Type-casting

2.14 Disassembler

2.15 Lambda keyword

3.1 If and else and conditional statements
3.1.1 Nested if-else

3.2 Loops

3.2.1 For loop

3.2.2 While loop

3.3 Break and continue statement
3.4 Collections

3.4.1 Tuples

3.4.2 Lists

3.4.3 Sets

3.4.4 Frozen sets

3.4.5 Byte

3.4.6 Byte array

3.4.7 String

3.4.8 Dictionaries

3.4.9 Arrays

3.5 Date and time

4.1 Object-oriented programming (OOP)
4.2 Class
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4.3 Object

4.4 Functions

4.5 Abstraction

4.5.1 Abstract class

4.5.2 Interface

4.6 Polymorphism

4.6.1 Overloading

4.6.2 Overriding

4.7 Encapsulation

4.8 Inheritance

4.9 Access modifier/specifier
4.10 Decorator

4.10.1 @classmethod decorator

4.10.2 @staticmethod decorator

5.1 File operations using native
5.1.1 Writing file 5.2 OS module
5.3 Exception handling 5.3.1 User-defined exceptions

Standard libraries p,l> Jad

5.4 Import standard Python modules and packages 5.4.1 Creating a module

5.4.2 Packages

5.5 Regular expression

5.6 Math module

5.6.1 Writing documentation for module
5.7 JSON

5.8 SQLite3

5.9 SQLAlchemy

6.1 Why cross-platform?

6.2 What is Kivy

6.3 Why Python in mobile app

6.4 Kivy architecture

6.5 Python developed mobile apps

6.6 History of Kivy

6.7 Why not Cordova

6.8 Kivy versions

6.9 How it is different from the cross-platform app framework

6.10 System requirement
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6.11 Installation of Kivy

6.11.1 Installation in Windows?
6.11.2 Installation in Mac OS?
6.11.3 Installation in Linux?

6.11.4 What are Wheels and pip?
6.11.5 Cython installation in Linux?
6.11.6 Verifying installation

6.12 Creating the First Hello World App
6.12.1 Event handling in Kivy
6.12.2 Event dispatcher

6.12.3 Main loop

6.12.4 Custom events

6.13 Anatomy of Kivy

6.13.1 Running Kivy application
6.13.2 Listing and uninstalling Kivy

7.1 Configuring environment

7.2 Configure Kivy and how to import Kivy library
7.3 First app 7.3.1 Widgets 7.3.2 Custom widgets
7.4 Orientation horizontal and vertical

7.4.1 size-hint, pos_hint

7.4.2 pos_hint

7.4.3 FileChooser

7.5 super, padding, __init_, add_widget

7.5.1 Super

7.5.2 _init__

7.5.3 add_widget

8.1 What is the layout

8.2 Box layout 8.3 Float layout
8.4 Anchor layout

8.5 Grid layout

8.6 Relative layout

8.7 Stack layout

8.8 Page layout

9.1 What is UI (user interface) components
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9.2 Buttons

9.3 Labels

9.4 ListView

9.4.1 RecyclerView

9.5 Image

9.6 Events and properties
9.7 Fonts and their properties
9.8 Popup menu

9.9 TextInput

9.10 ScrollView

9.11 Kivy clock

10.1 ActionBar and slider

10.2 Checkbox and text on window
10.2.1 Toggle button

10.2.2 TreeView

10.3 Radio/checkbox button and label management

10.4 ProgressBar and carousel Kivy clock
10.4.1 Custom ProgressBar

10.4.2 Carousel layout

10.4.3 Scatter

10.5 Canvas

10.6 AsyncImage

10.7 Spinner

10.8 Accordion

10.9 Switching between two screens

11.1 Graphics

11.2 Interacting with another framework
11.3 Modules

11.4 Network support

11.5 Storage tool

11.6 Rotate clock and rotate speed

11.7 Triggered events

11.8 Animations

11.9 Audio

11.10 Video Annotation
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12.1 Adding behavior with mixin class

12.1.1 Packaging application

12.1.2 Testing application with android device
12.1.3 Packaging for android

12.1.4 Plyer

12.2 Building an android APK on OS X

12.3 Package licensing

12.4 Packaging application using Kivy launcher
12.5 External libraries

12.6 Python application testing

12.7 Release on the market

12.8 Kivy application testing

13.1 Introduction of git

13.2 Implementation of git

13.3 Sample project 1 Sample project 2
13.4 Kivy catalog

13.5 Creating my own screen

13.6 Project game
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2.11 Functions
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2.11.2 User-defined functions
2.11.3 Function with argument
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4.5.2 Interface
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9.2 Buttons
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Chapter 12 Packaging app for various platforms
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12.1.1 Packaging application

12.1.2 Testing application with android device

12.1.3 Packaging for android

12.1.4 Plyer
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The Foundations of Artificial Intelligence
The History of Artificial Intelligence

The State of the Art
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Chapter Two Intelligent Agents

Agents and Environments
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Example Problems
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Partially Observable Games

Limitations of Game Search Algorithms

Chapter Six Knowledge, reasoning, and planning

Logical Agents

Knowledge-Based Agents

The Wumpus World
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Effective Propositional Model Checking

Agents Based on Propositional Logic
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Introduction to OSI reference model.

Basic Network Concept

Structure of Distributed Programming
Exceptions and File streams

Multithreading Programming

Inter-process Communication
Database Connection and Link
Networks and Sockets

Client and Server Programming

Sockets Programming TCP Programming (TELNET, HTTP)

UDP Sockets TFTP, DNS.

Jol Juad

P9 Juad

Py Juad

el Jad

Web Programming HTTP, CGI, Cookies, JavaScript, HTML, XML.

Network Security Secure Sockets (SSL), TLS, SSH, HTTPS, PGP, Kerberos

Network Security Secure Sockets (SSL), TLS, SSH, HTTPS

Client/Server Programming, 3-tier architecture.

Remote Method Invocation (RMI).

(3900 (o 30 Ok
KIR¥Y)
N Olelw .
LS
. *
Introduction to OSI reference model.
Basic Network Concept
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4 5 Structure of Distributed Programming pyd dihn
4 5 Exceptions and File streams PYWIRVEY.S
4 5 Multithreading Programming o lez aan
4 5 Inter-process Communication pE SV VET S
4 5 Database Connection and Link ROV VEY.S
4 5 Networks and Sockets P Ah
4 5 Client and Server Programming PSE R VETS
Sockets Programming TCP Programming (TELNET,
4 5 o~ A
HTTP)
4 5 UDP Sockets TFTP, DNS. RERPIET S
Web Programming HTTP, CGI, Cookies, JavaScript,
4 5 ek alde
HTML, XML.
Network Security Secure Sockets (SSL), TLS, SSH,
4 5 p2ojlgs Ao
HTTPS, PGP, Kerberos
Network Security Secure Sockets (SSL), TLS, SSH,
4 5 AR diad
HTTPS
4 5 Client/Server Programming, 3-tier architecture. PEXHPE VLT
4 5 Remote Method Invocation (RMI). PR )JL) aan
4 5 Review and assessment PR )JLM) aan
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Stevens, R.; Advanced Programming in Unix Environment, Addison-Wesley, 2005!
Uraish, V.; UNIX Internals The New Frontier, 1996.
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v'BRhodes, B. (2010). Foundations of Python Network Programming (2nd ed.). Apress.
v'BSeverance, C. R. (2016). Python for Every Body
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Uraish, V.; UNIX Internals The New Frontier, 1996.

v'ERhodes, B. (2010). Foundations of Python Network Programming (2nd ed.). Apress.
v'BSeverance, C. R. (2016). Python for Every Body
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Syllabus (headings and subheadings)
Chapter one introducing Network Design Concepts," discusses how network designers ensure
communications networks can adjust and scale to the demands for new services. Topics include a network
design overview, the benefits of a hierarchical network design, and network design methodologies.
Chapter two
Gathering Network Requirements case study an Organization.
Chapter three
Characterizing the Existing Network," emphasizes how characterizing the network to identify strengths
and weaknesses assists in the network design process and how to select the appropriate hardware and
software to meet client needs.
Chapter Four
Identifying Application Impacts on Network Design," describes how the network designer determines the
success criteria for a project. Students learn how the characteristics of various applications affect the design
of a network
Chapter Five
Creating the Network Design," introduces how to properly analyse the business goals and technical
requirements to create an efficient network design.
Chapter six
Using IP Addressing in the Network Design," describes how a network designer selects the appropriate

hierarchical IP addressing scheme to meet the physical and logical network requirements

(S el (pl0) Hgouae Hlg Aidd o yo (D

Slass
lelu )
s | o Igsoeo EV-EY
P
. 2
2 2 4 Course Introduction Jsl aian
2 2 4 Home Network, Campus Network and Enterprise Network
£9°
2 2 4 Network Design Overview Methods
P
2 2 4 Network Stockholders
P)L??..
2 2 4 Network Design Planning(Technical Requirement Gathering)
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2 2 4 Hierarchical Network Design )
2 2 4 Modular Design of Cisco Enterprise Architectures .
.
2 2 4 Core Layer Design Considerations
2 2 4 Core Layer Technologies RESRVET
Distribution Layer Design EWEY
2 2 4
Considerations P
2 2 4 Distribution Layer Technologies and protocols for design
235k
2 2 4 Access Layer Design Considerations
RERY IR
2 2 4 Network Topologies at the Access Layer
RO
2 2 4 Network Edge Services
o2l
Securing Network Edge EVETY
2 2 4
Investigating Server Farms and Security REXHE
2 2 4 Review and assessment
PERYE I
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Guide, C. D. L. (2008). Designing and Supporting Computer Networks.
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Tiso, J. (2011). Designing Cisco network service architectures (ARCH)

Foundation learning guide. Cisco press.
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Introduction and definition Jql &8
Distributed Systems
Computer Networks
Network Architecture
Network Fault Tolerance
Protocols and QoS
Software for Distributed Computing
Basic communication concepts pgo Juad
Traditional Client-Server Model
Web-Based Distributed Computing Models
Web-based Client-Server Computing
The Agent-Based Computing Models
Distributed network system architecture pgw Juad
The Client-Server Model in a Distributed Computing System
Basic Concepts
Features and Problems of the Client-Server Model
Cooperation between Clients and Servers
Cooperation Type and Chained Server
Multiple Servers
Extensions to the Client-Server Model
The Three-Tier Client-Server Architecture
Introduction to a common network application like, email system p k> Jad
Python Mail
Store and transport classes
Python email application
Creating/Sending email using Python Mail
Socket / socket-based communication plus implementation poxiy Juid

Developing Distributed Applications Using Message Passing
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Communication Services in Message Passing
Connection-Oriented and Connectionless Communications
A Generic Framework for Distributed Applications
Sockets

BSD Internet Domain Sockets

Socket Model

Internet Domain Socket

Socket Types

Basic Socket System Calls

Some Special Functions

Socket Creation

Name Binding

Connection Establishment

Transfer Data and Discard Sockets

Using Stream Sockets, A Simple Example

Using Datagram Sockets, A Simple Example

TCP/UDP Communication in Python piul a8

Python Sockets

The Socket Class

The Server Socket Class

Building TCP Clients and Servers
Essential Components of Communication
Implementing a TCP Client Program
Implementing a TCP Server Program
Examples in Python

Exchange of Multiple Messages
Supporting Multiple Clients

Datagram Communications in Python

Why Datagram Communication? Python Datagram-based Classes

Building UDP Servers and Clients
Sending and Receiving UDP Datagrams
Datagram Server

Datagram Client

Concurrency background and concepts

Creating and starting python threads.
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Multithreading concept il Juad



Thread properties.
Thread priority.
Thread behaviors/ methods.
Internetworking piiud faé
Communication Protocol Architectures
The OSI Protocol Architecture
TCP/IP Protocol Suite
Domain Name System
Transport Layer Protocol TCP and UDP
The Next Generation Internet Protocol IPv6
IPv6 Features
Communication and Networking Working with HTTP/Web using Python 45 a8
Hypertext Transfer Protocol
HTTP Socket Python Programming
Working with URLs
Working with J Soup
Synchronization and thread management w25 a8
Issues in multithreading.
Synchronizing threads.
Mechanisms behind Python synchronization Intrinsic lock.
Mechanisms behind python synchronization monitor.
Group communication plus reliability and replication techniques 0L Juad
Introduction
Features of Group Communication
Message Delivery Semantics
Message Response Semantics
Message Ordering in Group Communication
Reliable Multicast Protocol
Reliable Multicast System
Multicast Approaches
Centralized Approach
Symmetrical Approach (Decentralized)
Two-phase Approach
Multicast in Python
Total Ordered Multicast Protocol based on a Logical Ring

Achieving Total Ordering
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Atomic Message Delivery
Membership
Membership Construction

Dynamic Membership

Intercrosses Communication using RPC p5jlgo Juad

Distributed Computing Environment (DCE)
The Architecture of DCE

The Role of RPC

The DCE Services

Directory Services

Security Services

Time Services

Distributed File Services

Remote Method Invocation (RMI)
RMI Architecture

RMI Implementation

Interfaces and Classes

An Interesting RMI Application

Introduction

Features of Group Communication

Message Delivery Semantics

Message Response Semantics

Message Ordering in Group Communication
Reliable Multicast Protocol

Reliable Multicast System

Multicast Approaches

Centralized Approach

Symmetrical Approach (Decentralized)
Two-phase Approach

Multicast in python

Total Ordered Multicast Protocol based on a Logical Ring
Achieving Total Ordering

Atomic Message Delivery

Membership
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RMI Implementation o Juid

Group Communications o3,k Jad



® Membership Construction
¢ Dynamic Membership

e Evaluation and summary
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2 2 4 Introduction and definition Jol aian
2 2 4 Basic communication concepts
£9°
2 2 4 Distributed network system architecture
S a
Introduction to a common network application like, email EVET S
2 2 4
system ﬁ)l-e?,
2 2 4 Socket [ socket-based communication plus implementation
2 2 4 TCP/UDP Communication in python
.
2 2 4 Multithreading concept
-
2 2 4 Internetworking
o
Communication and Networking Working with HTTP/Web
2 2 4 RERPIETY
using python
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2 2 4 Synchronization and thread management
PR
Group communication plus reliability and replication Lan
2 2 4
techniques c235L
Group communication plus reliability and replication Lan
2 2 4
techniques PRSI
2 2 4 Interprocess Communication using RPC
e
2 2 4 RMI Implementation
o2l
2 2 4 Group Communications
o235k
2 2 4 Group Communications
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Distributed Network Systems from Concept to Implementations Weijia Jia,
Wanlei Zhou , Springer
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Manuel ,J, Ortega; Mastering Python for Networking and Security (2nd ed.),
Packt Publishing,2020

Distributed Systems Concepts and Design George Coulouris, Jean Dollimore, Tim
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Data Science in a Big Data World Jql &8
Benefits and Uses of data science in big data
Facets of data (structured, unstructured, natural language, machine-generated, graph-based,
audio, image, and video, streaming data).
The Data Science Process
The Big Data ecosystems and data science
Introduction to Hadoop / or any other data science tool
The Data Science Process¢pegs Juad
Overview of data science process
Step 1 Define research goals
Step 2 Retrieve Data
Step 3 Cleansing, integrating, and transforming data
Step 4 Exploratory data analysis
Step 5 Build the models
Step 6 Presenting findings and buildings applications on top of them
Machine Learning egw a8
What is Machine Learning?
The modeling process
Types of machine learning
Semi-Supervised learning
NoSQL Databases p,4> a8
What is NoSQL?
NoSQL business drivers
Eventual Consistency
CAP Theorem
ACID vs BASE
NoSQL Case Studies
NoSQL data architecture patterns

0 Key-value stores
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O Graph stores
O  Document stores
0 Column family stores
Data Visualization pouy Juad
Data Visualization to the end user
Creating interactive dashboards
Dashboard development tools
Introduction to Big Data il Ju2d
Big Data Definition
Characteristics of Big Data
Vs of Big Data
Sources of Big Data
Ecosystems of Big Data
Hadoop Framework
MapReduce
Handling Large Data in Single Computer pid» Jad
The problems you face when handling large data
General techniques for handling large volumes of data
General programming tips for dealing with large data sets
Distributing data storage and processing with frameworks
Text Mining and Text Analytics poiiud Juad
Text mining in real world
Text mining techniques
Graph Analytics w45 Juad
Graph Overview
Graph Representation
O Adjacency List
O Adjacency Matrix
Graph Traversal
PageRank
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Chapter one Data Science in a Big Data World
® Benefits and Uses of data science in big data
® Facets of data (structured, unstructured,
2 6 Jol aan
natural language, machine-generated, graph-
based, audio, image, and video, streaming
data).
Chapter One Continued
® The Data Science Process
2 6 9o EVET.S
® The Big Data ecosystems and data science
® Introduction to Hadoop
Chapter Two The Data Science Process
® Overview of data science process
® Step 1 Define research goals
2 6 Py 0B
® Step 2 Retrieve Data
® Step 3 Cleansing, integrating and transforming
data
Chapter two continued
e Step 4 Exploratory data analysis
2 6 ® Step 5 Build the models pylez aan
® Step 6 Presenting findings and buildings
applications on top of them
Chapter Three Machine Learning
®  What is Machine Learning?
® The modeling process
2 6

® Types of machine learning

® Semi-Supervised learning
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Chapter Four NoSQL Databases
® What is NoSQL?

® NoSQL business drivers ROVET S
® Eventual Consistency
® CAP Theorem
Chapter Four Continued
e ACID vs BASE
® NoSQL Case Studies
® NoSQL data architecture patterns
O Key-value stores
O Graph stores
O Document stores
e Column family stores
Chapter Five Data Visualization
® Data Visualization to the end user
® (Creating interactive dashboards
e Dashboard development tools
Chapter Six Introduction to Big Data
® Big Data Definition .
®  Characteristics of Big Data
® Vs of Big Data
Chapter Six Continued
® Sources of Big Data
® Ecosystems of Big Data RS Ao
® Hadoop Framework
® MapReduce
Chapter Seven Handling Large Data in Single
Computer
® The problems you face when handling large
p2o3l alan

data

®  General techniques for handling large volumes

of data
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Chapter Seven Continued
® General programming tips for dealing with
4 2 6 large data sets
e Distributing data storage and processing with

frameworks

p23lgs oo

Chapter Eight Text Mining and Text Analytics

4 2 6 ® Text mining in the real world R JUNR VT
® Text mining techniques
Chapter Nine Graph Analytics
® Graph Overview
4 2 6 ®  Graph Representation PERHPE PV
O Adjacency List
O Adjacency Matrix
Chapter Nine Continued
4 2 6 ®  Graph Traversal PESTHEPUET
® PageRank
4 2 6 Revision and Problem Solving PESTH IV ETS
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Cielen, D., & Meysman, A. (2016). Introducing data science big data, machine

learning, and more, using Python tools. Simon and Schuster.
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Saltz, J. S., & Stanton, J. M. (2017). An introduction to data science. Sage

Publications.
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Syllabus (headings and subheadings)
Chapter one Software Integration

® Methods and Architectures
Chapter two SQL and Tableau

® Step by Step Data Processing
Chapter three Data Analyzing and Visualization

e SQL + Tableau

® PowrBI+R

(a2, (omigidnliy) (ygoudno 4l b o yd M

g Slelu sloss )
s | gl . | g0 EVEL)
o 4o
Introduction and Fundamental concepts (Python +
2 2 4 Jol aian
SQL + Tableau)
2 2 4 Software Integration
£9°
2 2 4 Best SQL Practices + Python and Tableau
S a
2 2 4 The Tableau Exercise
ﬁ)LQ?..
2 2 4 Combining SQL and Tableau
2 2 4 Combining SQL and Tableau .
2 2 4 Integrative Programming with Python ‘
.
2 2 4 Integrative Programming with Python
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Data Preprocessing Step by Step 1

Data Preprocessing Step by Step 2

W‘QJ

Data Preprocessing Step by Step 3

o235k

Integration Python and SQL 1

(‘,:eo)‘lso

Integration Python and SQL 2

NSO

Using Tableau to Analyze the Predicted Outputs

o2l

Advanced topics for visualization (Power BI + R)

NS

Advanced topics for visualization (Power BI + R)

PERTEH I
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Sharma, V. K., Kumar, V., Sharma, S., & Pathak, S. (2021). Python Programming

ol b
A Practical Approach. Chapman and Hall/CRC.
Sanner, M. F. (1999). Python a programming language for software integration
and development. ] Mol Graph Model, 17(1), 57-61.
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Johansson, R., Johansson, R., & John, S. (2019). Numerical Python (Vol. 1).

Apress.
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Chapter one: Project management
¢  What is managment?
® Type management?
® Characteristic of Management
¢ Knowledge Areas
Chapter two: Project Planing
®  Characteristic of Planning
e Importance of Planning
e Type of Planning
® Advantages & Disadvantages of Planning
® Software Development Plan
Chapter three: Planning and Risk Management
® Risk Definition
e Risk Management

e Type of Risk in IT/ SW Projects

Weekly Teaching Plan
Olelw oloxs
hos e Iz whn
Wl (O owyd

® Introduction to Course Policy

1 1 ® introduction to the subject Jsl atan
® what is management
e Type of Management

1 1 ®  Characteristic of Management p9S Aian
® Professional managers
® PM’s 9 Knowledge Areas

1 1 e Why we study KA PEWIEUELY

e How to implement KA

® Project Planning

® Characteristic of Planning

® Importance of Planning

e Type of Planning

® Advantages & Disadvantages of
Planning

® Software Development Plan

e Example of SDP

plez e
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Project Size & Estimation
Techniques of Estimation
LOC Technique

FP Technique

Practically work with Techniques

Suggestions about Size Estimation

Planning for Risk Management
Risk Definition

Risk Management

Type of Risk in IT/ SW Projects
Ways to Deal with Risks

Estimation Tools
Expert Judgment
Analogous

Bottom UP

R TS

Scheduling

Scheduling Tools,

Need for Project Scheduling,
Scheduling Problems

Presentations

pﬁém

Quality Assurance

Why to use QA

Software QA

QA Planning

QA Advantages & Disadvantages

203l dlan

Team Development
How Teams Developed
Type of Teams

What is Team work

How to create Effective Teams

p2ojlgs o

WBS introduction

Work Breakdown Structure, WBS
as project management tool, types
of WBS

major steps in WBS, WBS

implementation
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® characteristic of WBS
® How to Create WBS
® Tools to Create WBS
® Software Verification &
Validation
® What is Verification and how to
Implement )
' ! ® What is Validation and How to PRz e
Implement
®  Why we need Software V&V
® Advantages of V&V
® Project complexity
e How to Measure Project
Complexity
1 1 RESTHEPUET
® Type of Project Complexity
e How to Handle Complex Projects
® Tools to Handle
1 1 ® Review , Answering Questions . PR )JLM) aan
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1. Software project Management A Practitioner;s Approach by EM Bennatan Lol ke
Software Project Management For Dummies by Teresa Luckey,PMP,MBA ,and Joseph
Phillips, PMP
=P el

1.  Information Technology Project Management by Kathy Schwalbe

2. The fastest Forward MBA in Project Management by Eric Verzuh
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Define software engineering

Characteristics, Applications, Myths, and Crisis

A layered Technology
Importance software engineering

Software development process

Introduction to phased development approach (SDLC)

Project management activities
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The Management Spectrum: People, Product, Process and Projects

Software Process Models:

Traditional method vs agile method of software development

Classical software development model (Waterfall model)

Prototype model
Incremental Model

Spiral models

Requirement concepts

b gaieils (g izl 1pg0 sz

Requirements ambiguity completeness and consistency

Types of requirement: Functional and non-functional

Requirement engineering process:

requirement elicitation/gathering, elicitation technique

Interview, Observation or Ethnography, Questionnaire, Brainstorming, prototype

requirement analysis, Stakeholders analysis

requirement specification
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software requirement specification document (IEEE-SRS), characteristics of a good SRS
Requirement specification techniques and languages
Natural and structured languages
Requirement validations
Requirement validations techniques
Review, Prototyping, Writing test-case
UML L pinss (55l J90 1pgm 52
Use case diagram
Class diagram
Activity diagram
Sequence diagram
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Chapter one: Introduction to software engineering
® Define software engineering
1 1 ® Characteristics, Applications, Myths, and Jol aian

Crisis

® A layered Technology

® Importance software engineering
1 1 9o Lan
® Software development process

® Introduction to phased development

approach (SDLC)

® Project management activities
1 1 ® The Management Spectrum: People, pylez aan

Product, Process and Projects
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® Software Process Models:
e Traditional method vs agile method of Py Aa
software development
® Prototype model o
® Incremental Model A
Chapter two: Requirement engineering
® Requirement concepts
® Requirements ambiguity completeness and
consistency
® Types of requirement: Functional and non-
functional
® Requirement engineering process:
® Requirement elicitation/gathering
® Elicitation technique
® Interview, Observation or Ethnography, oo Ao
Questionnaire, Brainstorming, prototype
® Requirement analysis
e Stakeholders analysis
® Requirement specification PN KRV )
® Software requirement specification
document (IEEE-SRS)
®  Characteristics of a good SRS
® Requirement specification techniques and
p2o3l alan
languages
e Natural and structured languages
® Requirement validations
® Requirement validations techniques p20jlgs Ao
°

Review, Prototyping, Writing test-case
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® Unified Modelling Languages:
0 1 1 ® Use case diagram RO ja AL0D

® (lass diagram

®  Activity diagram

® Sequence diagram

Chapter three: Introduction to Design

® Software design concept and principles
0 1 1 RESTHEPUET
® Modularity and abstraction

® Coupling, Cohesion

® Software design process
® User Interface Design

0 1 1 ® Design Rules PERTHIVP TS
® Design Tools

e Advantages of Ul
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1. Sommerville, I. (2016) Software Engineering. 10th Edition, Pearson Education Limited,
Boston.
ol @b

2. Pressman, R.S. (2010) Software Engineering: A Practitioner’s Approach. 7th Edition,
McGraw Hill, New York.

1. Shari Lawrence Pfleeger, Joanne M. Atlee (2010) Software engineering: theory and

practice. 4th Edition, Pearson Prentice Hall, New Jersey.
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2. Pankaj Jalote. (2005) An Integrated Approach to Software Engineering. 3rd Edition,

Springer, New York.
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Introduction: gl a8
What is Digital Image Processing?
The Origins of Digital Image Processing
Examples of Fields that Use Digital Image Processing
Fundamental Steps in Digital Image Processing
Components of an Image Processing System
Digital Image Fundamentals:pgqs a8
Elements of Visual Perception
Light and the Electromagnetic Spectrum
Image Sensing and Acquisition
Image Sampling and Quantization
Some Basic Relationships Between Pixels
Introduction to the Basic Mathematical Tools Used in Digital Image Processing
Intensity Transformations and Spatial Filtering:ogw 28
Background
Some Basic Intensity Transformation Functions
Histogram Processing
Fundamentals of Spatial Filtering
Smoothing (Lowpass) Spatial Filters
Sharpening (Highpass) Spatial Filters
Highpass, Bandreject, and Bandpass Filters from Lowpass Filters
Combining Spatial Enhancement Methods
Filtering in the Frequency Domain:p,l> a8
Background
Preliminary Concepts
Sampling and the Fourier Transform of Sampled Functions
The Discrete Fourier Transform of One Variable

Extensions to Functions of Two Variables
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Chapter 1: Introduction
® What is Digital Image Processing?
2 2 ® The Origins of Digital Image Processing Jsl aan
o Examples of Fields that Use Digital Image
Processing
Chapter 1: Introduction
2 2 ® Fundamental Steps in Digital Image Processing | pgo ala
e Components of an Image Processing System
Chapter 2: Digital Image Fundamentals .
2 2 ® Elements of Visual Perception -
® Light and the Electromagnetic Spectrum =
Chapter 2: Digital Image Fundamentals .
T
2 2 ® Image Sensing and Acquisition
® Image Sampling and Quantization Pl
Chapter 2: Digital Image Fundamentals EVEYY
? ? ® Some Basic Relationships Between Pixels pEST
Chapter 2: Digital Image Fundamentals .
2 2 ® Introduction to the Basic Mathematical Tools w
Used in Digital Image Processing i
Chapter 3: Intensity Transformations and Spatial
Filtering EVETY
2 2
® Background RETY
® Some Basic Intensity Transformation Functions
Chapter 3: Intensity Transformations and Spatial
Filtering ‘
T
2 2 ® Histogram Processing .
e Histogram Modification i
e Histogram Equalization
Chapter 3: Intensity Transformations and Spatial
Filtering
2 2 RERPIETY

e Histogram Matching (Specification)

® Local Histogram Processing
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e Using Histogram Statistics for Image

Enhancement

Chapter 3: Intensity Transformations and Spatial

Filtering
PR
e Fundamentals of Spatial Filtering
Chapter 3: Intensity Transformations and Spatial
Filtering Lan
®  Smoothing (Lowpass) Spatial Filters w2351
® Sharpening (Highpass) Spatial Filters
Chapter 3: Intensity Transformations and Spatial
Filtering
® Highpass, Bandreject, and Bandpass Filters
235198
from Lowpass Filters
e Combining Spatial Enhancement Methods
Chapter 4: Filtering in the Frequency Domain
® Background
® Preliminary Concepts
R o
® Sampling and the Fourier Transform of
Sampled Functions
Chapter 4: Filtering in the Frequency Domain EVEYY
® The Discrete Fourier Transform of One Variable | w23,lk>
Chapter 4: Filtering in the Frequency Domain EVEYY
® Extensions to Functions of Two Variables RS
Chapter 1: Introduction
® What is Digital Image Processing?
® The Origins of Digital Image Processing
PR W

e Examples of Fields that Use Digital Image

Processing
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Rafael C. Gonzalez, Richard E. Woods, “Digital Image Processing”, 4th Edition, Pearson

sl.ol L
Education, 2018. &
1. R. C. Gonzalez, R. E. Woods, S. L. Eddins, “Digital Image Processing using Matlab”,
Gatesmark Publishing, 2009.
oS 2l

2. Solomon, Chris, and Toby Breckon. Fundamentals of Digital Image Processing: A

practical approach with examples in Matlab. John Wiley & Sons, 2011.
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Introduction to Course
Innovator’s skills #1: Associating/ Observing
Innovator’s skills #2: Observing

I Innovator’s skills #3: Questioning

Innovator’s skills #4: Networking/ Experimenting
Innovation Case
Service Design: Creating a novel service

Final Case#1 Defining innovation themes

Final Case#2 Analysis and Hypothesis building
Final Case#3 Designing solutions
Final Case #4 Developing presentation materials

Final Case#5 Presentation

Introduction: gl a8

Innovator’s skills: pqd Juad

Analysis and Hypothesis building:egu Jua8

Reflection
Sy e (my M
] ey olele olaxs )
3 Y N lgicxo EVETY
EVET W)
® Introduction to Course
® Innovator’s skills #1: Associating/
2 2 9o Lan
Observing
2 2 ® Innovator’s skills #2: Observing PEWIEUELS
2 2 e IInnovator’s skills #3: Questioning pylez alan
® Innovator’s skills #4: Networking/
2 2 e 8o
Experimenting )
2 2 ® Innovation Case s dian
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® Service Design: Creating a novel
0 2 2 hn A0
service
® Final Case#1 Defining innovation
0 2 2 PV WL
themes
0 2 2 ® Scenarios and examples RESPVETY
® Final Case#2 Analysis and
0 2 2 RS Lo
Hypothesis building
0 2 2 ® Final Case#3 Designing solutions a3k alde
®  Final Case #4 Developing
0 2 2 p2ojlgs Ao
presentation materials
0 2 2 ® Final Case#5 Presentation PESJONPVEL
0 2 2 ® Reflection R PEPVET
0 2 2 e Course Overview RESTHEPUET
0 2 2 ®  Project assessment PESTH IV VETS
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Android Developer Fundamentals Course (Concept & Practical) Google

Developer team.
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Professional Android 4 Application Development Reto Meier 2012.
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Introduction to IoT : gl Jad
®  WhatIs the IoT
® History of IoT
® Internet and its evolution to the Internet of things
® Key features of [oT
® JoT benefits to individuals and organizations
® IoT Disadvantages
= Pillars of the IoT
Applications of IoT:pgq5 fad
" Home Automation
Smart Lighting
Smart Alliances

Intrusion Detection

o O O O

Smoke/Gas Detection

®  Smart Cities

Smart Parking

Smart Lighting

Smart Roads

Structural Health Monitoring

Surveillance

o O O O O O

Energy Response
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Environment
O Weather Monitoring
O Air Pollution Monitoring
O  Noise Pollution Monitoring
O Forest Fire Detection
O River Floods Detection
Energy
O Smart Grids
O Renewable Energy Systems
O Prognostics
Retail
O Inventory Management
O Smart Payments

O Smart Vending Machines

Logistics
O Rout Generation & Scheduling
O Fleet Tracking
O Shipment Monitoring

O Remote Vehicle Diagnostics
Agriculture

O Smart Irrigation

O Green House Control

Industry

O Machine Diagnosis and Prognosis

O Indoor Air Quality Monitoring
Health & Lifestyle
O Health & Fitness Monitoring

O Wearable Electronics

Physical Layer
Network Layer

Application Layer

Zigbee
Zewave
Bluetooth
NEC

Architecture of I0T :pgu Juad

Accessing standards and Protocols of IoT:p,l> Juad
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Wifi
AMQP
CoAP
DDS
MQTT

IoT hardware

Arduino UNO

ESP8266 and NodeMCU
Raspbery Pi

IoT Sensors

Actuators

IoT Software

Arduino IDE

Python

Octave

Introduction

Industry 4.0

Industrial Internet of thinks
IIoT Architecture

Basic Technologies
Application and Challenges

IoT Security

IoT Identity Protection

IoT Useful Resources
System Security

Generic application security

Application process security and safety

Reliable and secure by Design IoT application

Run time monitoring
The ARMET approach
Privacy and Dependability

Leds

O Push Button Controlled Led
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Hardware and Software of IoT : 20y Juad

Industrial Internet of Things (IToT): puicds Juad

Security and Safety:sdn fad

Practical Projects :qpociad Juad



O Light Dimmer
O Bar Graph
O  Ghost Detector
Sound
O Arduino Melody
O Memory Game
O Secret Knock Lock
LCDS
O LCD Screen Writer
O Weather Station
o Fortune Teller
O Reaction Timer Game
Security
O Intruder Sensor
O Laser Trip Wire Alarm
O Sentry Gun
O Motion Sensor Alarm
0 Keypad Entry System
O Wireless ID Card Entry System
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2 1 3 Introduction to IoT Jsl aan

2 1 3 Applications of IoT: pgd Ao

2 1 3 Applications of IoT PYWIRVET S

2 1 3 Architecture IoT oylez aan
2 1 3 Accessing standards and Protocols of IoT Py A4
2 1 3 Accessing standards and Protocols of IoT il Al
2 1 3 Hardware and Software of IoT s alan
2 1 3 Hardware and Software of IoT i alan
2 1 3 Industrial Internet of Things (IIoT) RESEVELY

2 1 3 Industrial Internet of Things (IIoT) PERP VLS

2 1 3 Security and Safety a3k alde
2 1 3 Security and Safety p2ojlgs Ao
2 1 3 Practical Project 1: LEDs AR d1ad
2 1 3 Practical Project 2: Sounds R PEPVETY
2 1 3 Practical Project 3: LCDs PESTHEPUET
2 1 3 Practical Project 4: Security PESTHIVPETS
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Bahga, A. and Madisetti, V., 2016. Internet of things. 2nd ed. Hyderabad India:

Universities press.

ol @b
Cirani, S., Ferrari, G., Picone, M. and Veltri, L., 2019. Internet of things. 1st ed.
Hoboken, NJ: Wiley.
Serpanos, D. and Wolf, M., 2018. Internet-of-Things (IoT) Systems. 1st ed. Cham:
Springer International Publishing.
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McEwen, A. and Cassimally, H., 2014. Designing the internet of things. 1st ed.

United Kingdom: Willy.
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Introduction to Satellite Communication: Historical

background, Basic concepts of Satellite

Communications, Communication Networks and
Services, Comparison of Network Transmission
technologies, Orbital andSpacecraft problems, Growth

of Satellite communications.

Orbits and Launching Methods: Introduction,
Kepler’s First Law,Kepler’s
Second Law, Kepler’s Third Law, Definitions of Terms

for Earth-OrbitingSatellites.

9o VY-

Orbital Elements, Apogee and Perigee Heights, Orbit
Per turbations,

Effects of a non-spherical earth, Atmospheric drag.

P Ai2B

The Geostationary Orbit: Introduction, Antenna

Look Angles, The PolarMount Antenna, Limits of

Visibility, Near Geostationary Orbits, Earth
Eclipse of Satellite, Sun Transit Outage, Launching
Orbits

ol dian

Radio Wave Propagation: Introduction, Atmospheric
Losses, Ionospheric
Effects, Rain Attenuation, Other Propagation

Impairments
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Polarization: Introduction, Antenna Polarization,
Polarization of Satellite
Signals, Cross Polarization, Discrimination, Ionospheric

Depolarizaon, RainDepolarization, Ice Depolarization

The Space Segment: Introduction, The Power Supply,
Attitude Control,
Spinning satellite stabilization, Momentum wheel

stabilization, StationKeeping.

Thermal Control, TT&C Subsystem, Transponders,
The wideband receiver,
The input demultiplexer, The power amplifier, The

Antenna Subsyste

The Earth Segment: Introduction, Receive-Only
Home TV Systems, The
outdoor unit, The indoor unit for analog (FM) TV,
Master Antenna TV System. Community Antenna TV

System, Transmit-Receive Earth Station

The Space Link : Introduction, Equivalent Isotropic
Radiated Power,
Transmission Losses, Free-space transmission, Feeder
losses, Antenna misalignment losses, Fixed
atmospheric and ionospheric losses, The Link- Power
Budget Equation, System Noise, Carrier-to-Noise
Ratio, The Uplink,Saturation flux density, Input
backoff, Downlink, Output back-off,

Combined Uplink and Downlink C/N Ratio

@ad.';.é.ao

Satellite Access: Introduction, Single Access,

Preassigned FDMA, DemandAssigned FDMA, Spade

System, TDMA, Preassigned TDMA,
Demand-assigned TDMA, Satellite-Switched TDMA,

CodeDivisionMultiple Access

Méjl-.t o

Direct Broadcast Satellite Television and Radio: C-
Band and Ku-Band
Home Satellite TV, Digital DBS TV, DBSTV System
Design, DBS-TV Link

p20jlgs Ao
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Budget, Error Control in Digital DBS-TV,
Master Control Station and Uplink, Installation
of DBSTV Antennas, Satellite Radio
Broadcasting, Digital Video Broadcast(DVB)
Standards, Digital Video Broadcast -

Terrestrial (DVB-T)

Satellite Mobile and Specialized Services: Introduction,
Satellite Mobile
Services, VSATs, Radarsat, Global Positioning Satellite

System (GPS),Orbcomm, Iridium

. Y Y Course Review RESTHEPUET

. Y Y Course Review PEXTHIVP TS
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® Satellite Communications T. pratt, Ch. Bostain, J. Allnut 2nd edition, John

ol gl

Wiley & Sons, 1986

® Satellite Communications G.Maral, M. Bousquet 3rd ed., McGraw-Hill,
2001
® GSatellite Communications systems Keiser G 2nd edition, John Wiley &

Sons, 2002.
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Y Y Introduction and definition Jsl 4z

v Y Electromagnetic and Optics JORLEN

v Y Fiber Optic Structures g i

v Y Fiber-Optic Cable Connectors polez i
v Y Fiber Splicing JUSTIIN
v v Optical Modulator and Modulating schemes s a2
v Y Fiber-Optic Light Sources and Transmitters JEFPQVE
v v Optical Receivers and Amplifiers JERTPLHN
v Y Optical network topologies JUEIUETS

v Y Metro Core optical networks JUSLEN
v Y Backbone optical networks JUSSTIPVE
v Y Metro access optical networks JESSTRITIN
v Y Fiber-Optic System Design Considerations R 3yns i
v Y Passive Optical Networks o2l ain
Y Y Course Overview PESTHEPUET
Y Y Course Overview PESTH IV VETS
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Fiber Optic Communication: Fundamentals and Applications Shiva Kumar
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Willey, 1stEdition 2013
Cabling: The complete guide to Copper and Fiber Optic networking Andrew e
Oliviero Sybex, 5th Edition 2014 &
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1 3 Introduction to Penetration Testing Jsl aan
1 3 Foot printing and Reconnaissance p9d Ao
1 3 Scanning Networks(Tools ) Pow 0D
1 3 Enumeration, types and technologies used . ol aan
1 3 Vulnerability Analysis( Tools) RESURVET
1 3 System Hacking practical POAVIEVET
1 3 Malware Threats ROV VET
1 3 Sniffing i alan
1 3 Social Engineering RESEVELY
1 3 Denial-of-Service (DoS and DDoS) PR dian
1 3 Session Hijacking DNS spoofing 203l dlan
1 3 Evading IDS, Firewalls, and Honeypots p20jlgs Ao
Website attacks , Hacking web applications using
1 3 PN RJUOWIELEL
available tools
1 3 Hacking Web Applications p20,le> aldn
1 3 SQL Injection 23l ala
Review and assessment 23l A

310



u)|)5 k.J)UdJs ‘sa.w)_a)...o ConS ol u.uu ul\)).cu L> d.)Ua.A S A (wyO u..Ss ‘9...7:4
J2d 0)lae cdls a5 0 b s cwedSl Ly sy sl (L) 1 ogdle ( Jle EMass

00,5 b g ags
45 3ylge 50 5 antd ag Sl Sy (3T Ballae (puyd (slime )28 pole i y0.1 e s
ol pole (15 10 g 09l Silelye go Sdlal ool s Sludl ( celoizl pale iz 0.2
03,5 S5 5 ol orh 5t ariz (52l ey odle 0SS o ol 45 0)lse oxilo
O)A-c 9 ‘sal.wul clacl J.J9J.J ‘uuj.m Jsﬂf ‘w.,.lﬁl )..\.u ‘ULS}E ‘U‘)LJ «A.J)J) J.m
Gl st

Certified Ethical Hacker Study Guide by Kimberly Graves ol b
Certified Ethical Hacker Study Guide by Ric Messier o5 2l
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Course Description
This course is designed for EFL learners at beginner level to acquire and develop the basic skills of English
language. This course familiarizes the students with basic speaking and conversation skills, reading and
comprehension of the text, basic English grammar, and basic writing of English language. Meanwhile,
student-centered methods and techniques will be applied.
The course is designed to suit the level of new learners of English language. The units consist of speaking,
listening, reading, writing, vocabulary, and grammar. Each unit has some useful student-centered
activities such as group work, pair work, and role play. Students will take part in all activities creatively
such as question & answer, pre and post reading activities, writing, and listening activity. In order to make
the class more interesting, the lecturers are encouraged to use collaborative and cooperative methods and
techniques.
Learning Objectives
® Students will be able to use English language for basic conversation and speaking inside and
outside the classroom.
® Students will be able to read and comprehend short readings, understand the vocabulary, and use
the basic vocabulary in daily conversation.
® Students will be able to use the basic grammar of English language to structure basic English
sentences for use in daily life.
® Students will be able to write simple sentences, and short paragraph.
Expected Learning Outcomes
® Students can use English to communicate basic issues in their social life and university life.
® Students can read simple text and answer comprehension questions from the text.
® Students can use basic English grammar to structure basic and simple sentences.
® Students can use basic vocabulary in their social and university life.

® Students can write short and simple sentences.
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Teaching-Learning Methods & Approaches

The followings are suggested approaches, methods, and techniques to be used in teaching this
subject. Lecturers can use various methods and techniques based on the need of the teaching-
learning process.

Student-centered Approach

Outcome-based approach

Communicative Language Teaching Approach

Pair work

Group work

Role play

Lecture

Students’ Assessment Methods

The assessment method is prepared based on the article 18 of the undergraduate studies code.

Participation (Teaching-learning Process)/ Group work and individual work (Practical Activities)
[10%]

A significant portion of students’ grade depends on students’ participation in the class. The

students are expected to attend all credits and participate actively in class discussion. In order to

get full credit for participation, the students must focus on their lessons in the class, participate in

everyday class, offer comments, and participate in question & answer sessions. Lack of

participation in the class activities will affect students’ participation marks.

Assignment/s [10%]

In order to be eligible for complete credit of the assignments, the students must submit all their

homework/assignments on the due date. Late homework/assignments submission will not be

accepted. In case of any logical reason for the late submission, the lecturer has the authority to

consider the issue. The students are responsible to apply the feedback provided by the lecturer in

order to receive full credit for the assignment. Missing any of the assignments can affect the

marks.

Mid-term Exam [20%]

Mid-term exam will be based on what the students have studied during the course.

Final Exam [60%]

Final exam will be based on what the students have studied during the course

Subject Outline: (Titles & Sub-titles)

Unit Title: Introduction

Greetings

Introducing yourself and your partner
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® Names and Jobs
e Numbers
Unit Title: Classroom Language
® (lassroom environment
® C(Classroom instruction
e (lassroom language
Unit Title: People & Places
e Birth place
® Nationalities
e Famous people of Afghanistan
e Famous places of Afghanistan
®  Unit Title: University Life
® TFaculties
® Departments
®  Subjects
Unit Title: Life at Home
® Describing home/house/flat environment
e Talk about house chores
® Home facilities
®  Unit Title: Friends and Family
® Describing family members
® Describing friends
® Describing family relationships
Unit Title: The Neighborhood
e Talking about interesting places in the city
® Asking for & giving directions
e Talking about neighborhoods
Unit Title: Works and Jobs/Mid-term Exam
® Identify and talk about different jobs
e Talking about the jobs of your family members
e Talking about your favorite profession
Unit Title: Appearance
e Talking about your clothing
® Discussing yourselves and peers’ appearance
e Talking about festive clothing (Clothes wore in special occasions and festivals)

Unit Title: Festivals (Eids, New Year ...)

323



e Talking about prominent festivals in Afghanistan
® Students’ experiences of festivals
® Discussing the festive clothes of different provinces
® Discussing local festivals of the students
Unit Title: Foods
e Talking about different Afghan foods
® Discussing festive foods
® Discussing students’ favorite foods
e Talking about eating habits
Unit Title: Health
® Discussing someone’s health
® Parts of the body
® Discussing basic health problems
e Talking about healthy foods
Unit Title: Sports
® Discussing students’ favorite sports
® The advantages of doing sports
® The popular sports in Afghanistan
Unit Title: Past Experiences
e Talking about the school life
e Talking about past routine
® Discussing past habits
Unit Title: Entertainment & Fun Activities
e Common leisure activities in Afghanistan
® Local Entertaining games
® Stories/memories about favorite games
Unit Title: Shopping & Revision
® Discussing shopping zones
® Discussing prices and bargaining

® Discussing the fitness and size of clothes
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Weekly Lesson Plan

Weeks

Contents

Credits/

week

Remarks

Week 1

Unit Title: Introduction

Greetings

Introducing yourself and your partner

Names and Jobs

Numbers

Focused skills/areas:

Listening (related listening)

Conversation

Grammar (to be verbs, subject pronouns, WH questions)

Vocabulary (names and titles, jobs)

2
Credits

Week 2

Unit Title: In a Classroom

Classroom environment

Classroom instruction

Classroom objects

Focused skills/areas:

Conversation

Grammar (WH words, demonstrative pronouns, polite requests,
permission)

Listening (Unit related listening)

Vocabulary (Classroom materials and classroom terminologies and

phrases)

2
Credits

Week 3

Unit Title: People & Places

Birth place

Nationalities

Famous people of Afghanistan
Famous places of Afghanistan
Focused skills/areas:

Conversation

Writing (Write about your birth place)

Grammar (where, when, how old, who, to be verbs)

2
Credits

Week 4

Unit Title: University Life
Faculties

Departments

2
Credits
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Subjects

Focused skills/areas:

Reading (Text provided by the lecturer)

Grammar (Have/Has, personal pronouns, how many)

Vocabulary (Topic related vocabulary )

Week 5

Unit Title: Life at Home

Describing home/house/flat environment

Talk about house chores

Home objects

Focused skills/areas:

Reading

Grammar (how many/how much, preposition of place)
Vocabulary

Speaking

Credits

Week 6

Unit Title: Friends and Family
Describing friends

Describing family members
Describing family relationships
Focused skills/areas:

Reading (Topic related)
Vocabulary (Family tree)

Grammar (Possessives, adjectives, have/has)

Credits

Week 7

Unit Title: In the Neighborhood

Talking about interesting places in the city
Asking for & giving directions

Talking about neighborhoods

Focused skills/areas:

Conversation

Reading

Vocabulary

Grammar (There is/are, preposition of location)

2
Credits

Week 8

Unit Title: Mid-term Exam / Works and Jobs
Identifying and talking about different jobs
Talking about your favorite profession
Focused skills/areas:

Conversation

2
Credits
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Writing

Grammar (WH questions, simple present tense, can)

Week 9

Unit Title: Appearance

Talking about clothing

Describing appearance

Talking about clothing (special costumes)

Focused skills/areas:

Grammar (Present Continuous Tense, plural nouns )
Speaking

Vocabulary (Appearance & costumes)

Credits

Week 10

Unit Title: Festivals (Eids & New Year)

Talking about major festivals in Afghanistan

Students’ experiences of festivals

Discussing the festive clothes of different provinces

Discussing local festivals of the students

Focused skills/areas:

Speaking skill

Reading

Grammar (simple present tense, simple past tense, regular and
irregular verbs )

Vocabulary (Clothes, festivals)

Credits

Week 11

Unit Title: Foods

Talking about different Afghan foods

Discussing festive foods

Discussing students’ favorite foods

Talking about eating habits

Focused skills/areas:

Speaking skill

Vocabulary (different kinds of foods and phrases)

Grammar (How often, adverbs of frequency, some & any, simple
present tense)

Writing (Write the recipe of a food you like the most)

2
Credits

Week 12

Unit Title: Health
Discussing someone’s health
Parts of the body

Discussing basic health problems

2
Credits
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Talking about healthy foods
Focused skills/areas:
Speaking skill

Vocabulary

Grammar (WH Questions, simple past tense, simple present tense)

Week 13

Unit Title: Sports

Discussing students’ favorite sports

The advantages of doing sports

The popular sports in Afghanistan

Focused skills/areas:

Speaking skill

Grammar (simple present tense, present continuous tense)
Reading

Listening (Related listening from the sources)

Credits

Week 14

Unit Title: Past Experiences

Talking about the school life

Talking about past routine

Discussing past habits

Focused skills/areas:

Speaking skill

Grammar (Simple past tense, used to, time expressions)
Writing (Writing about last week activities)

Vocabulary

Credits

Week 15

Unit Title: Entertainment & Fun Activities
Common leisure activities in Afghanistan
Local entertaining games
Stories/memories about favorite games
Focused skills/areas:

Reading (Should be provided by the lecturer)
Speaking
Grammar (too, simple past tense, used to)

Vocabulary (Related to the topic)

2
Credits

Week 16

Unit Title: Shopping & Revision
Discussing shopping zones
Discussing prices and bargaining

Discussing the fitness and size of clothes

2
Credits
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Focused skills/areas:

Listening (Should be provided by the lecturer)
Reading (Provided by the lecturer )
Vocabulary

Grammar (descriptive adjectives, too, comparative adjectives)
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This course is designed for EFL learners at elementary and pre-intermediate level to acquire and develop

skills of English language. This course familiarizes the students with speaking and conversation skills,

reading and comprehension of the text, English grammar, and basic writing of English language.

Meanwhile, student-centered methods and techniques will be applied .

The course is designed to suit the level of new learners of English language. The units consist of speaking,

listening, reading, writing, vocabulary, and grammar. Each unit has some useful student-centered

activities such as: group work, pair work, and role play. Students will take part in all activities creatively

such as questions for dialog, pre and post reading activities, writing, and listening activity. In order to

make the class more interesting, the lecturers are encouraged to use collaborative and cooperative methods

and technique.

= Wb

togeaan oa 0] Blas
Students will be able to use English language for daily conversation and speaking inside and
outside the classroom.
Students will be able to read and comprehend readings, understand the vocabulary, and use the
vocabulary in daily conversation.
Students will be able to use grammar of English language to structure English sentences for use in
daily life.

Students will be able to write simple sentences, and short paragraphs.

ygeudio dsbgln il
145 99 20 G395 oSSl (oguiie ilidge o35 5l ay
Students can use English to communicate different issues in their social life and university life.
Students can read text and answer comprehension questions from the text.
Students can use Basic English grammar to structure simple and compound sentences.

Students can use vocabulary in their social and university life.
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The followings are suggested approaches, methods, and techniques. Lecturer can use different other
methods and techniques based on the need of the teaching-learning process.
- Student-centered Approach
- Outcome-based approach
- Communicative Language Teaching Approach
Pair work
Group work

Role play

o O O O

Lecture
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1. Unit Title: Getting to know Each Other!

® Greetings

® Discussing Personal Information

® Discussing Hobbies

® Discussing students” whereabouts
2. Unit Title: Meeting People

e Talking about family and friends

® Describe people’s personality and appearance

® Talking about people’s occupations and jobs
3. Unit Title: Describing Your Routine

® Students’ discussing their daily routine

® Discussing time and time expressions

® Discussing punctuality in daily activities
4. Unit Title: Education

® Discussing students” Education background

® Discussing live at university campus

Talking about routines at university

e Discussing advantages and disadvantages of education
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5. Unit Title: Communication & Social Media

Discuss ways of communication
Discuss the useful social medias
Discuss the effectiveness of social media for students” knowledge

Conversation on students’ communication preferences

6. Unit Title: Mass-media

Talking about types of TV and Radio shows
Popular TV shows
Discussing latest news events

Effects of TV on students’ Educational life

7. .Unit Title: Technology

Discussing the recent technologies
Discussing the use of technology in education

Talking about students’ access to different technologies

8. Unit Title: Goal

Discussing students’ short-term & Long-term goals
Discussing the ways to achieve the goals

Asking students’ to write about their future goals.

9. Unit Title: Managing Your Time

Discussing the effective ways of time management
Making promises, requests and offers.

Planning for future activities

10. Unit Title: Personal Stories

Describing memories/stories.
Discussing past experiences/childhood memories

Discussing past habits, likes and dislikes

11. Unit Title: On Vocation

Travel Preferences

Describe dream destination
Describing and comparing places
Talking about reasons for travelling

Talking about vocation activities

12. Unit Title: Health

Talking about health problems
Talking about diets

Giving advice
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13.

14.

15.

16.

® Healthy foods
Unit Title: Every Pictures Tells a Story
® Providing multiple pictures
® Describing the pictures
e Compare and contrast two pictures
Unit Title: Seasons of the Year
® Discuss the seasons of the year
e (limate
® Seasonal foods and fruits
Unit Title: Remembering an Important Day
® Discussing important Days of life.
e Birthday
¢ Wedding day
® Funny and scary experiences
Unit Title: Picnic & Camping
e Famous sites for picnic in your city
e Camping areas in Afghanistan
® Sightseeing areas

® Planning for picnics

Slass
secle
o | 5ol Iyine i
20w
Unit Title: Getting to know Each other!
® Greetings
® Discussing Personal Information
® Discussing Hobbies
® Discussing students” whereabouts
Focused skills/areas:
2 2 Jol aian
® Listening (related listening)
e Conversation
e Grammar (to be verbs, subject pronouns,
WH Questions, numbers)
- Vocabulary (names and titles, cities and
countries)
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Unit Title : Meeting People
e Talking about family and friends
® Describe people’s personality and

appearance

e Talking about people’s occupations and jobs

Focused skills/areas:

poo dan
® Conversation
® Listening
®  Grammar (simple present, auxiliary in
negative and questions, present continuous
tense, simple past)
® Vocabulary
Unit Title: Describing Your Routine
® Students’ discussing their daily routine
® Discussing time and time expressions
® Discussing punctuality in daily activities
Focused skills/areas:
® Speaking PYWIEUELY

® Grammar ( Simple sentence, compound
sentence, simple present tense)

e  Writing ( Paragraph writing rules,
capitalization)

® Vocabulary

Unit Title: Education

® Discussing students” Education background

® Discussing live at university campus

e Talking about routines at university

® Discussing advantages and disadvantages of

education
Focused skills/areas:

e (Conversation

® Grammar (like + verb-ing, used to, would,

simple past, count and non-count nouns)
® Listening

® Vocabulary (time prepositions —in, on, at)

ol dian

Unit Title: Communication & Social Media
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Discuss ways of communication

Discuss the useful social medias

Discuss the effectiveness of social media for
students” knowledge

Conversation on students’ communication

preferences

Focused skills/areas:

Reading (prepare a text on social media and
communication)

Vocabulary

Grammar (simple future tense, compound

sentences)

Unit Title: Mass-media

Talking about types of TV and Radio shows
Popular TV shows
Discussing latest news events

Effects of TV on students” Educational life.

Focused skills/areas:

® Reading A

® Grammar (Simple present tense, present
continuous tense)

® Listening (watching TV series, news,
documentary)

® Vocabulary (topic related vocabulary)

Unit Title: Technology

® Discussing the recent technologies

® Discussing the use of technology in
education

e Talking about students” access to different
technologies

Focused skills/areas:

Conversation

Reading

Vocabulary

Grammar (sentence structure, subject, verb,

noun)
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e  Writing ( Sentence, Paragraph writing

rules)

Unit Title: Goal
® Discussing students’ short-term & Long-term
goals
® Discussing the ways to achieve the goals

® Asking students’ to write about their future

goals. ’ .
Focused skills/areas: i e
® Reading
®  Writing (paragraph writing rules)
® Vocabulary: topic related expressions
® Grammar ( Simple future tenses shall/ be
going to)
Unit Title: Managing Your Time
® Discussing the effective ways of time
management
® Making promises, requests and offers.
® Planning for future activities
Focused skills/areas: PUSPVETS
® Reading
® Speaking
®  Grammar (Simple future tense/ be going to,
Would /Could)
® Vocabulary
Unit Title: Personal Stories
®  Describing memories/stories.
® Discussing past experiences/childhood
memories
® Discussing past habits, likes and dislikes
PN RIEVEE )

Focused skills/areas:
® Speaking (describing his/her best friend’s
personality
® Grammar (Past continuous tense, simple

past tense)
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® Vocabulary (verbs and expressions showing

reactions)

Unit Title: On Vocation
® Travel Preferences
® Describe dream destination
® Describing and comparing places
e Talking about reasons for travelling
e Talking about vocation activities
Focused skills/areas:
® Speaking (Dream places)
o  Writing
® Grammar (Modals for necessity and
recommendation, comparative and
superlative adjectives)
® Vocabulary (traveling related expressions,

terminologies and travel phrases)

el alde

Unit Title: Health
e Talking about health problems
e Talking about diets
® Giving advice
®  Healthy foods
Focused skills/areas:
e Conversation
e Listening
®  Writing (Write a paragraph about health
problem)
® Vocabulary

e Grammar (Should, have to/has to, must)

p2ojlgs Ao

Unit Title: Every Pictures Tells a Story
® Providing multiple pictures
® Describing the pictures
® Compare and contrast two pictures
Focused skills/areas:
® Speaking ( Talking about the pictures)
e Writing ( Writing a paragraph about a

Picture)
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® Grammar (The Simple Present Tense,
comparative adjectives, descriptive
adjectives)

® Reading (Topic related paragraph for

readings)

Unit Title: Seasons of the Year
® Discuss the seasons of the year
e (Climate
® Seasonal foods and fruits

Focused skills/areas:

® Reading (Topic related paragraph for R PE VT
readings)
® conversation
® Vocabulary ( Time order words)
® Grammar ( Adverb of Frequency, time
expressions, prepositions of time and place)
Unit Title: Remembering an Important Day
® Discussing important Days of life.
® Birthday
o Wedding day
® Funny and scary experiences
Focused skills/areas: RESTHEPUET
® Discussions
® Reading
®  Writing (Paragraph, punctuation rules)
® Grammar (Compound Sentence, Simple past
tense)
Unit Title: Picnic & Camping
® Famous sites for picnic in your city
e Camping areas in Afghanistan
® Sightseeing areas
23l A

® Planning for picnics
Focused skills/areas:
® Discussions

® Reading
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e  Grammar (past time expressions, Simple
Future Tense, Past time clauses)
®  Writing (Writing paragraph about

memories)
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